.'. Alberta Health AHS ldentity & Access Management
B Services User Guide

AHS IAM User Guide for:
Epic (Connect Care) including
DMO and 3M Access, or
Connect Care Provider Portal Access

Topics in this User Guide

Prerequisite AHS IAM Security Profile ..........oo e 3
What is EPIC (CONNECE Care)? ... ..ot e ettt e e e e e et ee ittt e e e e e e aeennnens 3
g Important information about access and training.............coooeuiiiiiiiiiiii 3

Remote ACCESS fOr ENU-USEIS ...t e et 4
Who can request what for WhOM? ... e e e e e e eees 5
Epic ENd-User ROIE Cat@gory ..........uuuuuiiiiiiiiiiiiiie et 5

AdMIN ROIE CAtEQONY ... ..ottt e e e e e e et e e e e e e e e eeeenaa s 5

CIMIO ROIE CBIEYONY ...ttt et ettt et e e e e e e ettt e abe e e e e e e eeennnas 5

[ oo oo [ TN 11 o= PRSPPI 5
Connect Care Provider Portal ROle Cate@gory..........ooiiiiiiiiiiiiie e 5

AHS TAM DEfINItIONS ....oeiiceeeti ettt e e e e e e e e e e e e et e e e e et e e e e e e e e eaaans 5
Section 1 — Epic End-User Role Category ..........ouuuuuiiiiiieeiieeiiiee e 7

Request EpPIC (CONNECE Care) ACCESS.......coeuuiuiiiiee ettt e e e e e e e e e e eeean e e e e e 7
Request Epic (Connect Care) access for Myself [yourself]............oviiiiiiiiiiiiiiiii e 7
Request Epic (Connect Care) access for an Existing USer ...........cooovviiiiiiiiiiiiiei e 9
Request Epic (Connect Care) access fora New USer .........cooooiiiiiiiiiiiiiiii e 12
ACCESS ProCeSS OVEIVIEW ......cooiiiiiiiiiii ettt 12

Complete the Network Access Request (NAR) Pane .........coooviiiiiiiiiiiiiiieee e 17
Complete the Epic (Connect Care) Pane............uuiiiiiiiiiiiiii e 18
Complete the Remote User Network Access (RUNA) Pane............cooooiiiiiiiiiiiiiiiiiiiiieeeee 20
Section 2 — Epic AdMIN ROIE CategOry ........uuuuiiiieiiiieeii e 22
Request Epic Admin Access for an Existing ENd-USer................ooiiiiiiiiiiiiii e 22
Section 3 — CMIO ROIE CAtEUONY ......oeeiiiiiiie it e e e ettt e e e e e e e eeeaaen e e e e eaeeeeees 29
Request CMIO Role Access for an Existing ENd-USEr...........coooviiiiiiiiii e 29

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
Version August 2023 Page 1 of 76



.'. Alberta Health AHS ldentity & Access Management

Bl Services User Guide
Section 4 — Connect Care Provider Portal Role Category .........ooiiuiiiiiiiiiie e 36
Request Connect Care Provider Portal Access for a New End-User...........cccoooiiviiiiiiiiiciicceceee. 36

Complete the Network Access Request (NAR)Pane .......cooovviiiiiiiii e, 38

Complete the Epic (Connect Care) Pane.............oiiiiiiiiiii e 39
Request Connect Care Provider Portal Access for an Existing End-User ............ccooooviiiiiiiiiinieeennnnn. 42
Approve the NAR portion of an Epic (Connect Care) access request ...........oooovvvveiiiiiiiieeeeeeeeiiiinnn. 49
Approve the Epic (Connect Care) portion of an access request .............ooveviiiiiiiiiiiiii e 52
PICK UP @CCESS CredentialS..........ouniii e e e e e e e e e eans 55
Save an access request as a draft.. ... ..o 58
Manage a saved draft aCCESS MEQUESE .......cooeuiiiieie e e e et e e e eeaans 59
Modify existing Epic (CONNECt Care) ACCESS ......ccveuuuieeiiiiii et e e e e e e e e eennns 60
1Y FoTo 13V Mo To 11 N I8V 0= 0] Y SR 62
Remove existing EpiC (CONNECE Care) @CCESS. ... . ieiiiiiiiiiiiiii e 65
Approve a request to modify or remove existing Epic (Connect Care) acCess.............ccevveeeeeeeeenenennnnn. 67
Cancel a submitted rEQUEST........ ..o e 70
Resubmit a Denied or Cancelled Epic (Connect Care) request ............cooeiiiiiiiiiiiiiiiiiie e 72
Modify a pending Epic (Connect Care) ACCESS REQUESL..........cuuuiiiiiiiiiie e 75

Y

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
Version August 2023 Page 2 of 76



HYE Alberta Health AHS ldentity & Access Management
User Guide

Prerequisite AHS IAM Security Profile

To use the AHS IAM, you must have completed your AHS IAM Security Profile. This one-time step
takes only minutes to complete. If you have not created your Security Profile, you will be prompted to
do so when you log into IAM. If you need help, click here to launch the AHS IAM Security Profile User

Guide, available on the AHS |IAM Support Page under e Learning.

What is Epic (Connect Care)?

Epic is the AHS provincial clinical information system. When you request Epic access, you will be
asked to select one or more Epic roles OR a Connect Care Provider Portal Role — not both**.
Depending on the Epic role you select, you may be given or have the option of requesting access to
Dragon Medical One (DMO) and / or 3M Health Information Systems (3M).

Dragon Medical One (DMO) is a speech platform for physicians and clinicians to securely dictate
information into Epic. Access to this system is provided based on the Epic / Connect Care role chosen
with overall Epic access; that is, this is not a separate selectable entitlement but part of a bundle.

3M Health Information Systems (3M) is the third-party vendor chosen to provide Health Information
Management (HIM) with software products to enable HIM to use clinical documentation and
administrative values from Connect Care and transform it into coded data. Coded data then becomes
valuable information used for many purposes across the organization, the province, the country and
even globally. Access to this system is provided based on the Epic / Connect Care role chosen with
overall Epic access; that is, this is not a separate selectable entitlement but part of a bundle.

Connect Care Provider Portal is a web-based application that allows community private practices to
view Alberta Health Services (AHS) Connect Care patient information to improve the continuity of care
for patients as they move through the health care system. An end-user can have EITHER Connect
Care Provider Portal OR Epic (Connect Care) but not both**. Community providers who also work at
AHS sites should choose Epic (Connect Care).

** There is one exception; if you are a member of a study group you can select
both Epic (Connect Care) and Connect Care Provider Portal access.

2 Important information about access and training

As Epic (Connect Care) roles are selected, the required training appears on the request. There
are, typically, two types of training required: computer-based training in MyLearningLink and
instruct-led training.

Computer Based Training in MyLearningLink

IAM interfaces with MyLearningLink (MLL) four (4) times every day. That process sets up the
Computer Based Training in MyLearningLink for the end-user. Training should appear in MLL
within 24 hours. If not, give it a bit more time if you can. If issues persist, contact the AHS IT

Service Desk.
Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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Instructor Led Training
The end-user's Manager must set up the required Instructor Led Training.

IAM monitors training completion

IAM monitors the training systems several times each day to confirm what training has been
completed by each end-user. Once training for each Epic (Connect Care) role is completed,
access to that role is provided, but no sooner than the launch start date. Both the requester and
end-user are sent an email notification from Identity Management.

IAM will continue monitoring for 365 days from the date the request was submitted. If the end-
user does not complete their Epic (Connect Care) training within 365 days, the request will be
automatically terminated. The requester will be notified by email if this occurs. A new Epic
(Connect Care) access request will have to be submitted for the end-user.

Remote Access for End-Users
A RSA SecurlD Tokens

If you or an end-user need to access a computer system from outside an AHS facility, an RSA SecurlD
token (SecurlD token) will be needed to provide a second form of authentication at login. This is called
Two-Factor Authentication. You will be able to request remote access when completing the access
request process in AHS IAM.

S

The SecurlD token can be a hardware device that looks similar to this or a software
RSA

application that runs on your smartphone or computer with an icon similar to this .

When you are issued either type of SecurlD token you will be required to create a 4-digit personal

identification number (PIN). The token generates a number that changes every 60 seconds. Use your
PIN and the digits displayed at the time of login to authenticate your identity.

m Click to read more in the Remote access (RUNA) with RSA SecurlD tokens Fact Sheet.
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Who can request what for whom?

Epic End-User Role Category

e Can be requested by anyone for anyone
e Must be approved by an Authorized Approver
e |If the Requester is an Authorized Approver the request is automatically approved

For information about Epic (Connect Care) roles for end-users, please visit:
https://insite.albertahealthservices.ca/main/assets/cis/tms-cis-training-catalogue.xlsx

Admin Role Category

e Can only be requested by an Epic Admin Role Requester for end-users needing Admin access

e Must be approved by an Authorized Approver

e If the Epic Admin Role Requester is an Authorized Approver the request is automatically
approved

Think you should be an Epic Admin Role Requester? Submit a General Service Request through the
AHS IT Customer Service Portal.

CMIO Role Category

e Can only be requested by a CMIO Role Requester for end-users needing CMIO access
e Must be approved by an Authorized Approver
e [fthe CMIO Role Requester is an Authorized Approver the request is automatically approved

Epic Login Types
e Can be requested by anybody for anybody
e Does not require an Authorized Approver

Connect Care Provider Portal Role Category

e Can only be requested by a CCPP Authorized Approver for community end-users
e Is automatically approved because the requester is an Authorized Approver

AHS |IAM Definitions

These may be different from your organization’s definitions.

AHS Employee

A person on-boarded and paid through AHS Human Resources e-People

AHS Non-Employee

A person not on-boarded or paid through AHS Human Resources e-People

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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Community End-User

A person who works for a privately owned health care delivery facility. Examples:
physician, pharmacist, dentist, chiropractor.

Combination End-User

A person who is more than one of the above types.

AHS IAM Admin

AHS IAM Admin is the administrative team of specialists that support the AHS Identity
& Access Management (AHS I1AM) application.

Authorized Approvers
Authorized Approvers are also called an Approving Manager or Entitlement Manager.

There are two kinds of Authorized Approvers: those with a Delegation of Human
Resources Authority and those that are granted approval authority by AHS IT Access
Services when a DOHRA structure does not exist for their organization.

Authorized Approvers with DOHRA are persons who have:

AHS Delegation of Human Resources Authority (DOHRA) of 1 to 12
OR

Covenant Health DOHRA of 1-6,9 - 12.

OR

Carewest DOHRA of 1 -4

OR

Alberta Precision Laboratory DOHRA of 1-6

Each organization’s DOHRA is defined differently.

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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Section 1 — Epic End-User Role Category

E End-User Roles can be requested by anyone for anyone — the proper authorization is still always
required. Requesters will be provided with all Launches but only End-User roles are visible to choose
from. They have the ability to request multiple Access Criteria bundles at the same time.

E Begin by selecting the End-User Role Category. Then choose a Launch Effective Date and then
one or more roles — these compose an “Access Criteria Bundle”. More than one Bundle can be
requested at a time.

Request Epic (Connect Care) Access

If you are requesting access for yourself, follow Request Epic (Connect Care) access for yourself

(Myself).

If you are requesting access for an existing AHS employee or non-employee, follow Request Epic
(Connect Care) access for an Existing User.

If you are requesting access for a new AHS non-employee, who does not yet have access to the AHS
Network, follow Request Epic (Connect Care) access for a New User.

Request Epic (Connect Care) access for Myself [yourself]

ENTER the AHS IAM URL into your internet web browser © https://iam.albertahealthservices.ca
The AHS IAM Login screen appears

Note the many access links to the Support Page for IAM news, information and learning
materials. You can also access the Support Page once logged in.

| @ support Page!

l.- Alberta Health  |dentity & Access Management (1AM)

M Services

AT Access Delays: RSA SecurlD Tokens, Shared

LOg in Drives/Folders

See Support Page for more details

Please log into the AHS IAM system using your AHS network User ID / AHS |AM Username and 4 Quick Links
Password,

Username | 2 Psemnam ‘ *
Srssmond R E— Clinical Research / Trials Personnel I
P Physician Access Questions - please contact
your Zonal Medical Affairs Office OR
the AHS IT Service Desk
Self-Serve Password Reset / Account Unlock
Forget Password or Lockeg OUt? Set up your Security Profile

our AHS IAM Support Page

rovers o, visit
= AHS IAM Support Page
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ENTER your Username and Password ... alberta Heallh
eria heal i
CLICK .,:] Log in B Seriices Identity & Access Management (IAM)
The AHS IAM ﬁ Home Screen appears ﬁHnme Self Service ~ Access Request ~ Access Certifications Reports
Request Access

CLICK Request or Modify Access
The Request Access screen appears
with « Existing User selected

Q, User Search

3 myself Existing User = Multiple Users =+ New User

CLICK 13 Myself

The screen refreshes with your details displayed in the Selected User for Request pane
followed by a list of Available Entitlements

l!l o] :lea"h Identity & Access Management (IAM)

ft Home & Self Service & Access Request o # Administration & Access Certifications Reports + H A User Admin Q Status Viewer  /# Change Passwords

Request Access

L selected User For Request

Name:

User Name:

1GUID:

Account Type:

Email:

Phone: None
Status: ACTIVE

Select a Different User

= Available Entitiements i= Selected Entitiements

Qs n Entitl . These are your selected entitlements. Click the [[IEI§ button
earch Entitlements

below to proceed.
Action Entitiement / Resource

© Unssiect | Epic (Connect Care) «
Request Access LU RO TGRSV RTl Used to request Netcare and PIN/PD access

. : ) Cancel
Request Access [ T2 RN IEN Ol Request, modify or remove access to Client Registry

Under Available Entitlements, at Epic (Connect Care), CLICK Request Access

The screen refreshes and the Selected Entitlements pane appears with Epic (Connect Care)
displayed.

CLICK Next
The Complete Access Request screen appears

Go to Complete Epic (Connect Care) Pane instructions

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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Request Epic (Connect Care) access for an Existing User

E Use this process to request access for a person who has an existing AHS Network UserlD.

@ Managers, please note
Another manager or staff person can request access for your staff. But only you — an end-
user’'s manager — can set up their Epic Instructor-Led Training.

ACCESS Tableau for Connect Care Training and Access Progress:
https://tableau.albertahealthservices.ca/#/views/ConnectCareTrainingAccounts_0/Detail ?:iid=1

ENTER the AHS IAM URL into your internet web browser © https://iam.albertahealthservices.ca
The AHS IAM Login screen appears

Note the many access links to the Support Page for IAM news, information and learning
materials. You can also access the Support Page once logged in.

'!' Alberta Health  |dentity & Access Management (IAM) O Suepon ooy

AT Access Delays: RSA SecurlD Tokens, Shared

LOg in Drives/Folders

See Support Page for more details

Please log into the AHS 1AM system using your AHS network User ID / AHS 1AM Username and 4 Quick Links
Password.

AHS IAM Support Page

Usemame | & Jsemanme | *
Authorized Approvers List
Password & Password Clinical Research / Trials Personnel
Physician Access Questions - please contact
your Zonal Medical Affairs Office OR
the AHS IT Service Desk
Self-Serve Password Reset / Account Unlock
Forget Password or Locked Out? Set up your Security Profile

AHS IAM is 1o be used by AHS and AHS Affiliate physicians, clinicians and Staff, as weil as community Custodians
and Authorized Approvers. For informiation on what's niew, Authorized Approvers, Support coniacts, and more, visit

our AHS IAM Support Page.
=» AHS IAM Support Page

ENTER your Username and Password
cLICK *3 Log in
The AHS IAM A Home screen appears

CLICK Request or Modify Access
The Request Access screen appears with ¢ Existing User selected

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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SEARCH for the existing end-user using the simple or Advanced Search functions
User Search Results appear

L Janita Broers

W fuberta Heath Identity & Access Management (IAM)

B Services

M Home L SelfService~ (% Access Request~ 4 Administration ~ | & Access Certifications Reports H L UserAdmin = Q Status Viewer = /* Change Passwords

Request Access

Q User Search
Imyselff  « Existing User Multiple Users | =+ New User

User Search

Search for the individual requiring access (not yourselr)
Find a User

Find a user by searching for their 1ast name, full name, account name, or email address

Q | karen walker ‘

Advanced Search

User Search Results

Select Last Name 12 First Name 1t Login Job Title Healthy Account User Status DOB Match

I Select Walker a Karen karenvwalker I Test

[rcrve N

NOTICE in our example, the Existing User already has an AHS Network User ID / Healthy
Account

SELECT the end-user
The Request Access screen appears with the end-user’s details displayed in the Selected User
For Request pane followed by a list of Available Entitlements

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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l!l ggm*; ;Iealth Identity & Access Management (IAM)

# Home 2 Self Service 4 & Access Request o 4 Administration « & Access Certifications Reporis H 2 User Admin Q, Status Viewer /# Change Passwords

Request Access

1 Selected User For Request

Name:

User Name:

1GUID:;

Account Type:

Email:

Phone: None
Status: ACTIVE

Select a Different User

= Available Entitlements i= Selected Entitlements

These are your selected entitiements. Click the [ button
below to proceed.
Action Entitlement / Resource

© Unselect  Epic (Connect Care) «
Reguest Access PR GGGl Used to request Netcare and PIN/PD access.

- - ) Cancel
Request Access (o0 5Tl Request, modify or remove access to Client Registry,

Under Available Entitlements, at Epic (Connect Care), CLICK Request Access

Q | Search Entillements

B If the button says Change Access, the end-user already had Epic (Connect Care) access
from another launch. You can modify their current access OR request access for a different
launch.

The screen refreshes and the Selected Entitlements pane appears with Epic (Connect Care)
displayed.

CLICK Next
The Complete Access Request screen appears

Go to Complete Epic (Connect Care) Pane instructions

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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Request Epic (Connect Care) access for a New User

E! Use this process to request access for a person who does not have an AHS Network
UserlD AND has not or will not be on-boarded or paid through AHS e-People. They are defined
by AHS IAM as an AHS non-employee. By choosing New User, IAM will automatically provide
you with the AHS Network Access Request (NAR) form to request network access first and Epic
access second.

Access Process Overview

Complete a Network Access Request (NAR)

The Epic (Connect Care) workflow will automatically include a Network Account (NAR) form the
Requester must complete. This is because a new end-user must first be given an AHS Network
UserID (User name and Password) to access AHS computer systems.

Complete the Epic (Connect Care) access request

Identify the Epic Role Type, Launch, one or more roles, and the Entitlement Manager /
Authorized Approver in one Access Criteria Bundle. You can create more than one Access
Criteria Bundle in the same request.

Request Remote Access if needed

If the new end-user will need to access Epic (Connect Care) remotely, from outside an AHS
facility, ask for remote access on the NAR form. The Epic (Connect Care) workflow will
automatically include the Remote User Network Access (RUNA) form the Requester must
complete.

Submit the Request for Approvals
Once you submit the request, the Entitlement Manager / Authorized Approver identified will be
sent an email notification from Identity Management that action is required.

The NAR and RUNA requests will be queued for approval first. This is done so that the end-
user can get their AHS Network UserlD right away to access MyLearningLink (MLL) and
complete their Epic training.

Set up Training

There are typically two types of training for every Epic (Connect Care) Role: Computer-Based
Training (CBT) and Instructor-Led Training (ILT). CBT training will be completed in
MyLearningLink. ILT training must be set up by an end-user's Manager (not a delegate).

IAM will relay information to MyLearningLink four (4) times every day. All computer-based
training for each Epic Role should be available in MLL within 24 hours. If training does not
appear, give it a bit more time if you can. If issues persist, contact the AHS IT Service Desk.

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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Direct your staff to complete their Epic (Connect Care) training as expediently as possible. MLL
is accessible on the external web with an AHS Network User Name and Password. A remote
access token is not required.

e https://mylearninglink.albertahealthservices.ca

Ty 3

Name and Password

MyLearningLink Support Centre

Hours: M-F 8:30 am-12:00 pm
and 1:00-3:30 pm

E: helpmyleaminglink@ahs.ca

Epic (Connect Care) Access

IAM monitors the training systems several times each day to confirm what training has been
completed by each end-user. Once training for each Epic (Connect Care) role is completed,
access to that role is provided, but no sooner than the launch start date. Both the requester and
end-user are sent email notifications from ldentity Management.

IAM will continue monitoring for 365 days from the date the request was submitted. If the end-
user does not complete their Epic (Connect Care) training within 365 days, the request will be
automatically terminated. The requester will be notified by email if this occurs. A new Epic
(Connect Care) access request will have to be submitted for the end-user.

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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ENTER the AHS IAM URL into your internet web browser o https://iam.albertahealthservices.ca
The AHS IAM Login screen appears

Note the many access links to the Support Page for IAM news, information and learning
materials. You can also access the Support Page once logged in.

'!' Alberta Health |dentity & Access Management (IAM) O suepon read

AT Access Delays: RSA SecurlD Tokens, Shared

Log in DrivesfFolders

See Support Page for more details

Please log into the AHS 1AM system using your AHS network User ID / AHS IAM Username and 4 Quick Links
Password.
o, slnsien
AHS IAM Support Page
Username | 2 sername ‘ ‘ T
Authorized Approvers List
Password ar Clinical Research / Trials Personnel
Physician Access Questions - please contact

your Zonal Medical Affairs Office OR
the AHS IT Service Desk
Self-Serve Password Reset / Account Unleck

Forget Password or Locked Qut? Set up your Security Profile

AHS [l is to be used by AHS and AHS Affiliate physicians, clinicians and staff, as weil & community Custodians
and Authorized Approvers. For information on what's new, Authorized Approvers, support contacts, and more, visit

our AHS IAM Support Page.
=» AHS IAM Support Page

ENTER your Username and Password
CLICK #3 Log in
The AHS IAM A Home screen appears

CLICK Request or Modify Access
The Request Access screen appears with ¥ Existing User selected

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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SELECT New User
The screen refreshes to capture the end-user’s information. Choose this option when the end-
user does not have an AHS Network UserlD and is not onboarded or paid through AHS
e-People. See |AM Definitions for more information.

l!' gg'rﬁa;'ea"" Identity & Access Management (1AM)

M Home L SelfService » | G5 Access Request - [ Access Certifications B Reports

Request Access

tIMyself  « Existing User S5 multiple Users | =+ New User

© Enter new user information:

ENTER the required information REsuecyees. | ox
# Last Name Pupperillo
Preferred First Name
# DOB Month Jan ~
% DOB Day 26 v

==
CLICK Create New User

The Request Access screen appears with the new user’s information populated under
Selected User For Request

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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l!l ggﬁmgﬂ"“ Identity & Access Management (IAM)

# Home 2 Self Service 4 & Access Request o 4 Administration « & Access Certifications Reporis H 2 User Admin Q, Status Viewer /# Change Passwords

Request Access

1 Selected User For Request

Name:

User Name:

1GUID:;

Account Type:

Email:

Phone: None
Status: ACTIVE

Select a Different User

= Available Entitlements

i= Selected Entitlements

- These are your selected entitiements. Click the [ button
Q Search Entitlements below to proceed.
Action Entitlement / Resource
© Unselect | Epic (Connect Care) *
Reguest Access PR GGGl Used to request Netcare and PIN/PD access.

- - ) Cancel
Request Access (o0 5Tl Request, modify or remove access to Client Registry,

Under Available Entitlements, at Epic (Connect Care), CLICK Request Access

The screen refreshes and the Selected Entitlements pane appears with Epic (Connect Care)
displayed.

CLICK Next

The Complete Access screen appears with the Network Access Request (NAR) pane
displayed followed by the Epic (Connect Care) pane. This is because the new end-user must
get an AHS Network UserlD in order to access MyLearningLink for Epic training requirements.

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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Complete the Network Access Request (NAR) Pane

mlm berta Health Identity & Access Management (I1AM)

B Services

frHome A SeifServicev | BiAccess Request~ | 4 Administration v & Access Certifications Reports

Complete Access Request

# Network Account (NAR) - Tyson Pupperillo

Request Type New v

ENTER all mandatory information SEE TR
and as much optional information
as possible

User Type and Category

Email

Company / Location

Address

If you have an address, please provide it below.

Phone / Contact

At Additional Information
If you are an Authorized
AQQFOVGI’, your name WI” Additional Information
automatically appear.
ACCEPT or CHANGE the
NAR Approving Manager 4

3% Completed Training? | verify that the Information & Privacy and IT Security & Compliance
education and training have been completed

Additional Notes

If you are not an Authorized
Approver, SEARCH for and

4 NAR Approving Manager: Change Selected User *
SELECT one

Skip Manager Approval Step a

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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Complete the Epic (Connect Care) Pane

SELECT End User Role Category
The screen refreshes to display an
End User Role Category — Access
Criteria Bundle

You can submit more than one
access bundle at atime. CLICK
the End User Role Category as
many times as needed.

SELECT the Launch
The pane will refresh to include
launch specific details

ACCEPT or CHANGE the Account Expiry
Date

ENTER Position Designation
ENTER College License ID as needed
SELECT Epic Roles

SELECT Epic Administrative Roles as
needed

Required Training will display for
its corresponding Epic role

I.l Alberta Health
M Services

M Home L Self Service o

Complete Access Request

# Epic (Connect Care) -

Modify v

Reguest Type

@ Role Category
(select to add an access criteria bundle)

@ #* Launch

© # Account Effective Date

% Account Expiry Date
# Position Designation
College License ID

Epic Roles

Epic Administrative Roles

© Required Training

& Access Request o

[ End User Role Category

@ End User Role Category - Access Criteria Bundle

Epic - Mobile Integrated Health {(MIH) Community Paramedic ILT [584]
Epic - Schegistrar Super User ILT [320]

AHS ldentity & Access Management

User Guide

Identity & Access Management (I1AM)

4 Administration & Access Certifications E Reports B LU

Launch 7 Pre-Launch Activity (Effective 2023-05-07) v
2023-05-07 =
@ IMPORTANT The Launch and Effective date above apply to the Epic Role(s)
identified below. If you need to modify the access below, proceed within this pane. If,
however, you are participating in a different Launch, select a Role Category above to

add a new access criteria bundle - even if it is the same Role Category as here - then
select a different Launch and the Epic Role(s) required in the new pane.

2024-05-06 =

Advanced Care Paramedic v

X Schegistrar Super User | X MIH Community Paramedic.

epic roles search..

MIH Community Paramedic

[ ZZZ-Do-Not-Use-MIH Community Paramedic

Select one or more.
search

() Clarity Analyst Hyperspace
([ Data Quality Analyst

() EPIC Administrator Levell

() EPIC Administrator Level2
[ EPIC Administrator Super

O 1AM Team I

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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COMPLETE Dragon Medical One (DMO)
and / or 3M details as needed

ACCEPT or CHANGE the Entitlement
Manager if displayed

OR

SEARCH for and SELECT an Entitlement
Manager / Authorized Approver if one is
not displayed

If Role Type Selections are displayed
SELECT the Login Type Roles required.

Role Login Types are only
displayed for Epic (Connect Care)
roles that may need access to the
Executive Web Dashboard,
Haiku/Canto, Rover, and Willow
Ambulatory.

Consult the Login Type Guide for
more information if needed. You'll
see it is also linked right in the form.

SELECT Remote Access Required if the
end-user will need to access Epic outside
an AHS facility.

Select this even if the end-user has

AHS Identity & Access Management

User Guide

Dragon Medical One (DMO) Information

@ Epic Roles for Dragon Medical One

3M Information

© Epic Roles that require 3M

Select Entitlement Manager

Find a User

Find a user by searching for their last name, full name, account name, or email address

Q Find a Use Search

Advanced Search

Role Login Type Selections

The default roles for the applicable Login Types are displayed below. Use the drop
down to select a different role fo fink ta a Login Type, if required. Only certain roles can
be selected.

Rover Login Type Roles MIH Community Paramedic

Skip Manager Approval Step 0

Remote Access

Select below fo request remote access.
@ Remote Access Required 0

Additional Request Comments

N/A - no Epic Roles selected require 3M access

% Login Type Guide

Previous Cancel

Submit Request Save As Draft

an RSA SecurlID token already. This will ensure that token and their Epic access are linked.
Click to read more in the Remote access (RUNA) with RSA SecurlD tokens Fact Sheet.

CLICK Submit Request

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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Complete the Remote User Network Access (RUNA) Pane
COMPLETE all mandatory * fields and as many optional fields as possible.

SELECT the Request Type that applies from the drop-down list and complete the required details.
IAM will know if the end-user has an RSA SecurlD token already provisioned.
If the end-user does not have an RSA SecurlD token, the Request Type will be New.
If the end-user does have a token, the only Request Type available will be Modify or Remove.

CLICK Submit Request
The Request Status screen will appear with all entitlements and their statuses displayed
NOTICE the Success Request IAM-##H#HHH#H message at the top of the page
l!. g'e'ﬁ'iasﬂea"“ Identity & Access Management (IAM)

# Home A Self Service » | (G Access Request~ # Administration = | & Access Cerlifications Reporis = X User Admin Q Status Viewer # Change Passwords

Success
Request |AM-0362233 itted.

Request - IAM-0362238

Network Account (NAR) - New - Completed

Submitted Manager Approval Provision Account Send VSM Email Completion Hotification Credential Delivery

21-May-2021 04:45:53 PM 21-May-2021 04:45:54 PM 21-May-2021 04:46:17 PM 21-May-2021 04:46220 PM 21-May-2021 04:46:21 PM 21-May-2021 04:46:21 PM

User: Tyson Pupperiiio Status: Completed Status: Completed Status: Completed Status: Completed Status: Completed
Requester: [Chanin Sulitvan Result: Result: Success Result: Success Result: Success Result:

Epic (Connect Care) - New - Pending

Submitted Manager Approval Setup Training Validating Training Provigion Access 3M Provisicning Portal Provisioning Data Courier Provisionin

21-May-2021 04:45:53 PM 21-May-2021 04:46:25 PM Status: Mot Started Status: Mot Started Status: Mot Starfed Status: Mot Started Status: Not Starled Status: Mot Staried
User: Tyson Pupperiiio Status: Completed

Requester: chanin sullivan Result:

Remote User Network Access (RUNA) - New - Pending

Submitted Manager Approval IT Access Workitem Nofification IT Access Workitem RUMA Provision RUNA Request Completion Notification Credential Delivery

21-May-2021 04:45:53 PM Status: Mot Started Status: Mot Started Status: Mot Started Status: Not Started Status: Mot Started Status: Mot Started
User: Tyson Puppsriiio

Requester: Chanin Sulltvan

If you are an Authorized Approver the Manager Approval step will auto complete. If not, the flow
will hold at this step until the Entitlement Manager / Authorized Approver has provided their
approval.

Once approved, the request will proceed to Validating Training with a status of Hold.

Once the end-user has completed their training the request will proceed to completion. Then
the RSA SecurlD token will be provided to the end-user.

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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CLICK # Home
The AHS IAM f Home screen appears
TRACK the progress of the request under Request Status

Request Status
Request Requested Status - Access - Type User Requester
1AM-0362238 21-May-2021 04:45 PM Completed - Network Account (NAR) - New Tyson Pupperillo

Pending - Epic (Connect Care) - New
Pending - Remote User Network Access (RUNA) - New

- . - - -
[ ] - -
- e - -
- - - =

Show All

CLICK on the Request number for more details. As the Requester you will also be sent an email
notification from Identity Management as the request progresses through to completion.

N | thrifit:esH““" Identity & Access Management (IAM)

frHome | & SeifService » (5 Access Request~  # istration ~ | (& Access Certificati Reports = 2 UserAdmin | Q Status Viewsr  * Change Passwords

Request - IAM-0362238

Network Account (NAR) - New - Completed

Submitied Manager Approval Provision Account Send VSM Email ‘Compiefion Motification Credential Delivery

21-May-2021 04:45:53 PM 21-May-2021 04:45:54 PM 21-May-2021 04:46:17 PM 21-May-2021 04:46:20 PM 21-May-2021 04:46:21 PM 21-May-2021 04:46:21 PM
User: | Tysan Puppariiie Status: Completed Status: Completed Status: Completed Status: Completed Status: Completed
Requester: Chanin Sullvan Resuit: R Result: Success Result: Success Result: Success [:BeM N @ Skipped

Epic (Connect Care) - New - Pending

Submitied Manager Approval Setup Training Credential Delivery Validating Training Provision Access 3M Provisioning Portal Provisioning Data Courier P

21-May-2021 04:45:53 PM 21-May-2021 04:46:25 PM 21-May-2021 04:46:47 PM 21-May-2021 04-46:50 PM Status: Mot Started Status: Mot Staried Status® Mot Started Status: Not Started Status: Mot Started
User: |Tysan Buppariio Status: Completed Status: Completed Status: Waiting
Requester: Chanin Sullivan Resuit: == Result: Success

= \Nork ltem Details

Remote User Network Access (RUNA) - New - Pending

Submitied Manager Approval IT Access Workitem Notification IT Access Workitem RUMA Provision RUNA Request Completion Notification Credential Delivery
21-May-2021 04:45:53 PM Status: Mot Started Status® Not Started Status: Mot Started Status: Mot Started Status: Mot Started Status® Mot Staried

User: Tyson Puppariiio
Requester: Chanin Sullivan

CLICK # Home
The AHS IAM # Home screen appears

Complete |6

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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SECTION 2 — EPICc ADMIN ROLE CATEGORY

m Admin Roles are only visible to and can only be requested by specific individuals for administrative
end-users. They are provided with all Launches but only Admin Roles to choose from. They have the
ability to request multiple Access Criteria bundles at the same time.

m Begin by selecting the Admin Role Category. Then choose a Launch Effective Date and then one
or more roles — these compose an “Access Criteria Bundle”. More than one Bundle can be requested
at a time.

E If Epic Admin Role access is required for a new user, follow the steps on Page 19.

Request Epic Admin Access for an Existing End-User

ENTER the AHS IAM URL into your internet web browser o https://iam.albertahealthservices.ca
The AHS IAM Login screen appears

Note the many access links to the Support Page for IAM news, information and learning
materials. You can also access the Support Page once logged in.

'!' Alberta Health  |dentity & Access Management (IAM) hdicadliicn

AT Access Delays: RSA SecurlD Tokens, Shared
LOg in Drives/Folders

See Support Page for more details

Please log into the AHS 1AM system using your AHS network User ID / AHS 1AM Username and 4 Quick Links
Password.

Username | 2 semam ‘ '

Authorized Approvers List

Password @ Password * Clinical Research / Trials Personnel
Physician Access Questions - please contact
your Zonal Medical Affairs Office OR
Self-Serve set { Account Unlock
Forget Password o Locked Out? Setupy file

AHS [AM is 0 be used by AHS and AHS Affiliate pi inicians and staff, as well as community Custodians

orized Approvers, support contacts, and more, visit

=» AHS IAM Support Page

and Authorized Approvers. For information on what
our AHS IAM Support Page.

ENTER your Username and Password
cLICK *3 Log in
The AHS IAM A Home screen appears

CLICK Request or Modify Access
The Request Access screen appears with ¥ Existing User selected

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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SEARCH for the existing end-user using the simple or Advanced Search functions
User Search Results appear

L Janita Broers

W fuberta Heath Identity & Access Management (IAM)

B Services

M Home L SelfService~ (% Access Request~ 4 Administration ~ | & Access Certifications Reports H L UserAdmin = Q Status Viewer = /* Change Passwords

Request Access

Q User Search
Imyselff  « Existing User Multiple Users | =+ New User

User Search

Search for the individual requiring access (not yourselr)
Find a User

Find a user by searching for their 1ast name, full name, account name, or email address

Q | karen walker ‘

Advanced Search

User Search Results

Select Last Name 12 First Name 1t Login Job Title Healthy Account User Status DOB Match

I Select Walker a Karen karenvwalker I Test

[rcrve N

NOTICE in our example, the Existing User already has an AHS Network User ID / Healthy
Account

SELECT the end-user
The Request Access screen appears with the end-user’s details displayed in the Selected User
For Request pane followed by a list of Available Entitlements

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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# Home

Request Access

1 Selected User For Request

Name:
1GUID:;
Email:

Phone:
Status:

User Name:

Account Type:

Select a Different User

B Alberta Health AHS ldentity & Access Management
Services User Guide

l.l Alberta Health  |dentity & Access Management (IAM)

Services

2 Self Service 4 & Access Reguest o 4 Administration « & Access Certifications Reporis 4 H 2 User Admin Q, Status Viewer /# Change Passwords

None
ACTIVE

Q

Action

= Available Entitlements

Reguest Access PR GGGl Used to request Netcare and PIN/PD access.

- - ) Cancel
Request Access (o0 5Tl Request, modify or remove access to Client Registry,

i= Selected Entitlements

- These are your selected entitiements. Click the [Ty button
Search Entitlements below to proceed.

© Unselect  Epic (Connect Care) *

Entitlement / Resource

Under Available Entitlements, at Epic (Connect Care), CLICK Request Access

CLICK

Screen sh
Version A

B If the button says Change Access, the end-user already had Epic (Connect Care) access

from another launch. You can modify their current access OR request access for a different
Launch.

The screen refreshes and the Selected Entitlements pane appears with Epic (Connect Care)
displayed.

Next
The Complete Access Request screen appears

If there are pending requests for the end-user, that information will be displayed. Go ahead with
a new request but do not duplicate a pending request.

ot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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A& Chanin Sulivan  C*Logout @ Support Pa

l!l Sherta Health  Identity & Access Management (1AM)

ftHome | & SelfService~ GG Access Reguesi~ 4 Administration ~ & Access Certifications Reports : & UserAdmin = Q Status Viewer |/ Change Passwords
Complete Access Request

# Epic (Connect Care) - | Karen V'Walker

Request Type Modify v

There are other requests for Epic pending for this user. Below is a summary of what is being requested.

Request Number: IAM-0311574 - Requester.
o Alberta Health Services|28CB - Wave: 2 - Effective Date: 2020-05-03
= NSQIP Surgical Clinical Reviewer (SCR)
Request Number: IAM-0362200 - Requester:
+ Alberta Health Services|28CB - Wave: 4 - Effective Date: 2021-11-07
= COVID Ambulatory Nurse

Please Note

Select a role category to add an access criteria bundle. An Access Criteria Bundle is bound by the role category, for a
© Role Category ) Admin End User Role Category Tme grfvm I I a1 o bund be add 5 i 1h . ;YW it rol
(select to add an access criteria * imeframe (wave), for the chosen roles, and the approver. One or more bundles can be added of the same or different role
bundie) [0 End User Role Category type

4 user Guide: Epic (DMQ,3M), Connect Care Provider Portal

@ Remote Access Required =

This user has a pending Remote Access request. No updates to remote access can be submitted until it has compieted.

| Submit Request Save As Draft Previous Cancel

SELECT Admin End User Role Category
The screen refreshes to display an Admin End User Role Category — Access Criteria Bundle
You can submit more than one bundle at a time. CLICK the Admin End User Role Category as
many times as needed.

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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® Admin End User Role Category - Access Criteria Bundle

© % Wave Select.. v ‘

# Position Designation Select v

College License ID

Epic Roles Select one or more. Roles & Training Catalogue
epic roles search..
Enter the characters fo search Epic Roles for and hit Enter or click the
Search button.
Epic Administrative Roles ‘
search...
Administrator - ADT I

[ Administrator - Ambulatory
[ Administrator - Anesthesia
[ Administrator - ASAP

[] Administrator - Beacon

[J Administrator - Beaker

A Amiminteatar Cadanes

Role Login Type Selections will
automatically be displayed here IF

A Entitlement Manager: Change Selected User *

the roles selected might require
access to Haiku/Canto, Rover, Web

O Remote Access Required  [] Suite, and / or Willow Ambulatory.
This userhas a pena‘r’ng Remoie Access YEQ‘UESI. No updares to remote access can be submitted until it has compn'ered.

Submit Request | Save As Draft Previous Cancel

SELECT the Launch
The pane will refresh to include launch specific details

ENTER Position Designation
ENTER College License ID as needed
IF Epic Roles are also required, SEARCH for and SELECT role(s) as needed

SELECT the Epic Administrative Roles as needed

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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ACCEPT or CHANGE the Entitlement Manager if displayed
OR
SEARCH for and SELECT an Entitlement Manager / Authorized Approver if one is not displayed

If Role Type Selections are displayed SELECT the Login Type Roles required.

Role Login Types are only displayed for Epic (Connect Care) roles that may need access to the
Executive Web Dashboard, Haiku/Canto, Rover, and Willow Ambulatory.

Consult the Login Type Guide for more information if needed. You'll see it is also linked right in
the form.

SELECT Remote Access Required if the end-user will need to access Epic outside an AHS facility.

Select this even if the end-user has an RSA SecurlD token already. This will ensure that token
and their Epic access are linked. Click to read more in the Remote access (RUNA) with RSA
SecurlD tokens Fact Sheet.

CLICK Submit Request
The Request Status screen will appear

5 2 Chanin Sullivan
sle Alberta Health  |dentity & Access Management (1AM)
B Services
frHome R sefservice~ (G AccessRequest~ % Administraton ~ (6 Access Certifications Reports H L userAdmin | ‘Q Status Viewer  / Change Passwords
Success
Request IAM-0362221 Submitted.
Request - IAM-0362221 ® Detaikd auts | 2

Epic (Connect Care) - Modify - Pending

Submitted Manager Approval Setup Training Yalidating Training Provision Access 3M Provisioning Portal Provisioning Data Courier Pr

21-May-2021 12:44:53 PM Status: Not Started Status: Not Started Status: Not Started Status: Not Started Status: Not Started Status: Not Started Status: Not Started
User: Karen V Walker

Requester:  Chanin Sullivan

NOTICE the on-screen message, “Success Request IAM-###HHHH# Submitted.”, shaded in
green, is displayed in the top left corner of the screen.

The request steps and their statuses display. As each step is satisfied, the statuses will
automatically update. Those that do not apply will be automatically skipped.

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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CLICK # Home
The AHS IAM f Home screen appears
TRACK the progress of the request under Request Status

Request Status

Request Requested Status - Access - Type Requester
lIAM-OSBzzZﬂ 21-May-2021 12:44 PM Pending - Epic (Connect Care) - Modify Chanin Sullivan
L il —~—~—
—— - - e
L Sl L .
- -

You can monitor the progress of this request on the AHS IAM f Home screen. In the Request
Status pane, you will see the request and its statuses listed.

CLICK on the Request number for more details.

2 Chanin Sulivan  Crlogout @

W verta ealtn Identity & Access Management (I1AM)

M Services
ftHome & Self Service ~ ([ Access Request ~ # Administration ~ & Access Certifications Reports E 2 UserAdmin  Q Status Viewer =~ /# Change Passwords
Req Uest = IAM—O 362221 @ Detailed Audits 2 User's Requests

Epic (Connect Care) - Modify - Pending

Submitted Manager Approval Setup Training Validating Training Provision Access 3M Provisioning Portal Provisioning Data Courier Provisioning

21-May-2021 12:44:53 PM 21-May-2021 12:45:02 PM 21-May-2021 12:45:34 PM 21-May-2021 12:45°38 PM Status: Not Started Status” Not Started Status: Not Started Status: Not Started

User: Karen V Walker Status: Completed Status: Completed Status: Hold
Requester: | Chanin Sullivan Result: Result: Success

As the Requester you will also be sent email notifications from Identity Management as the
request progresses through to completion.

CLICK # Home
The AHS IAM # Home screen appears

Complete |6

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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SECTION 3 — CMIO ROLE CATEGORY

m CMIO Roles are only visible to and can only be requested by specific individuals for Physicians
and Clinicians. They are provided one-stop shopping with all Launches and Role types available to
them and the ability to request multiple Access Criteria Bundles at the same time.

m Begin by selecting CMIO Role Category. Then choose a Launch Effective Date and then one or
more roles — these compose an “Access Criteria Bundle”. More than one Bundle can be requested at a
time.

E If CMIO Role access is required for a new user, follow the steps provided.

Request CMIO Role Access for an Existing End-User

ENTER the AHS IAM URL into your internet web browser o https://iam.albertahealthservices.ca
The AHS IAM Login screen appears

Note the many access links to the Support Page for IAM news, information and learning
materials. You can also access the Support Page once logged in.

© support Page]|

l!l ‘s‘g‘rgfi};y“"" Identity & Access Management (IAM)

AT Access Delays: RSA SecurlD Tokens, Shared

LO | n Drives/Folders
g See Support Page for more details
Please log into the AHS 1AM system using your AHS network User 1D / AHS IAM Usemame and 4 Quick Links
Password
AHS IAM Support Page
Usemname |2 | * —TEATIG TR
. Authorized Approvers List
Password & Password Clinical Research / Trials Personnel
Physician Access Questions - please contact

your Zonal Medical Affairs Office OR
Self-Serve set / Account loc!
file

Forget Password or Locked Out? Setupy

AHS IAM is 1o be used by AHS and AHS Affilate pl
and Authorized Approvers. For information on what
our AHS IAM Support Page.

nicians and staff, as weil as community Custodians
orized Approvers, suppart coniacts, and more, visit

=» AHS IAM Support Page

ENTER your Username and Password
cLICK *3 Log in
The AHS IAM A Home screen appears

CLICK Request or Modify Access
The Request Access screen appears with ¥ Existing User selected

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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SEARCH for the existing end-user using the simple or Advanced Search functions
User Search Results appear

L Janita Broers

W fuberta Heath Identity & Access Management (IAM)

B Services

M Home L SelfService~ (% Access Request~ 4 Administration ~ | & Access Certifications Reports H L UserAdmin = Q Status Viewer = /* Change Passwords

Request Access

Q User Search
Imyselff  « Existing User Multiple Users | =+ New User

User Search

Search for the individual requiring access (not yourselr)
Find a User

Find a user by searching for their 1ast name, full name, account name, or email address

Q | karen walker ‘

Advanced Search

User Search Results

Select Last Name 12 First Name 1t Login Job Title Healthy Account User Status DOB Match

I Select Walker a Karen karenvwalker I Test

[rcrve N

NOTICE in our example, the Existing User already has an AHS Network User ID / Healthy
Account

SELECT the end-user
The Request Access screen appears with the end-user’s details displayed in the Selected User
For Request pane followed by a list of Available Entitlements

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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# Home

Request Access

1 Selected User For Request

Name:
1GUID:;
Email:

Phone:
Status:

User Name:

Account Type:

Select a Different User

B Alberta Health AHS ldentity & Access Management
Services User Guide

l.l Alberta Health  |dentity & Access Management (IAM)

Services

2 Self Service 4 & Access Reguest o 4 Administration « & Access Certifications Reporis 4 H 2 User Admin Q, Status Viewer /# Change Passwords

None
ACTIVE

Q

Action

= Available Entitlements

Reguest Access PR GGGl Used to request Netcare and PIN/PD access.

- - ) Cancel
Request Access (o0 5Tl Request, modify or remove access to Client Registry,

i= Selected Entitlements

- These are your selected entitiements. Click the [Ty button
Search Entitlements below to proceed.

© Unselect  Epic (Connect Care) *

Entitlement / Resource

Under Available Entitlements, at Epic (Connect Care), CLICK Request Access

CLICK

Screen sh
Version A

B If the button says Change Access, the end-user already had Epic (Connect Care) access

from another launch. You can modify their current access OR request access for a different
Launch.

The screen refreshes and the Selected Entitlements pane appears with Epic (Connect Care)
displayed.

Next
The Complete Access Request screen appears

If there are pending requests for the end-user, that information will be displayed. Go ahead with
a new request but do not duplicate a pending request.

ot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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- A Chanin Sulivan  C*Logout @ Support Paf
'!. Alberta Health  |dentity & Access Management (IAM)

Services

frHome A Self Service~ (5 Access Request~ % Administration ~ (& Access Certifications Reports  § A UserAdmin | Q Status Viewer =/ Change Passwords

Complete Access Request

# Epic (Connect Care) - | Karen Vi Walker

Request Type Modify v

Please Note There are other requests for Epic pending for this user. Below is a summary of what is being requested

Request Number. 1AM-0311574 - Requester:
o Alberta Health Services|28CB - Wave: 2 - Effective Date: 2020-05-03
= NSQIP Surgical Clinical Reviewer (SCR)
Request Number: IAM-0362221 - Requester.
o Alberta Health Services|28CB - \Wave: 4 - Effective Date: 2021-11-07
Request Number: IAM-0362200 - Requester
o Alberta Health Services|28CB - Wave: 4 - Effective Date: 2021-11-07
= COVID Ambulatory Nurse

@ Role Category [J CMIO Role Category Select a role category 1o add an access criteria bundle. An Access Criteria Bundle is bound by the role category, for a
(select to add an access criteria ‘ timeframe (wave), for the chosen roles, and the approver. One or more bundles can be added of the same or different role
bundie) [0 End User Role Category type.

Admin End User Role Category % User Guide: Epic (DMO,3M), Connect Care Provider Portal

© Remote Access Required O

This user has a pending Remote Access request. No updates to remote access can be submitted until it has complefed

Submit Request Save As Draft Previous Cancel

SELECT CMIO Role Category

The screen refreshes to display a CMIO Role Category — Access Criteria Bundle

You can submit more than one bundle at a time. CLICK the CMIO Role Category as many
times as needed.

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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SELECT the Launch
The pane will refresh to
include launch specific
details

ENTER Position Designation

ENTER College License ID as
needed

IF Epic Roles are also required,
SEARCH for and SELECT
role(s) as needed

SELECT the Epic CMIO Roles
as needed

IF Administrative Roles are also
required, SEARCH for and
SELECT role(s) as needed

IF displayed SELECT or
VERIFY any Dragon Medical
One (DMO) or 3M access details

ACCEPT or CHANGE the
Entitlement Manager if displayed

OR
SEARCH for and SELECT an

Entitlement Manager /
Authorized Approver if one is not

displayed

Role Login Type Selections will
automatically be displayed here IF
the roles selected might require
access to Haiku/Canto, Rover, Web
Suite, and / or Willow Ambulatory.

AHS Identity & Access Management
User Guide

® CMIO Role Category - Access Criteria Bundle

© % wave 4 (Effective 2021-11-07) v

@ % Account Effective Date 2021-11-07 =

€ IMPORTANT The Wave and Effective date above apply to the Epic
Role(s) identified below. If you need to modify the access below, proceed
within this pane. If, however, you are participating in a different Wave,
select a Role Category above to add a new access criteria bundle - even if
it is the same Role Category as here - then select a different Wave and the
Epic Role(s) required in the new pane.

# Account Expiry Date 2022-11-07 &=

# Position Designation Nurse Practitioner ~

# College License ID
College License ID is required

Epic Roles Select one or more.

Enter the characters to search Epic Roles for and hit Enter or click the
Search button

epic roles search

Epic CMIO Roles Select one or more.

epic CMIO roles search...

] APL - Physician Pathology OLE Sub Role
Physician Addiction Mental Health
Physician Ambulatory

(] Physician Anesthesia
Physician Cardiology
Dhurician Frifical Sara Adul

Epic Administrative Roles Select one or more.

search

[ Administrator - Ambulatory
(] Administrator - Anesthesia
] Administrator - ASAP

] Administrator - Beacon

] Administrator - Beaker

1 Administotar _Cadanen

A Entitlement Manager:

Change Selecied User

© Remote Access Required [

This user has a pending Remote Access request. No updates to remote access can be submitted until it has completed.

[ APL - AP Physicians - Virtual Depts Sub Role I

] Administrator - ADT l

<+

Roles & Train|

<=

Submit Request Save As Draft Previous Cancel

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
Page 33 of 76

Version August 2023




... Alberta Health AHS ldentity & Access Management
Bl Services User Guide
If Role Type Selections are displayed SELECT the Login Type Roles required.

Role Login Types are only displayed for Epic (Connect Care) roles that may need access to the
Executive Web Dashboard, Haiku/Canto, Rover, and Willow Ambulatory.

Consult the Login Type Guide for more information if needed. You'll see it is also linked right in
the form.

SELECT Remote Access Required if the end-user will need to access Epic outside an AHS facility.

Select this even if the end-user has an RSA SecurlD token already. This will ensure that token
and their Epic access are linked. Click to read more in the Remote access (RUNA) with RSA
SecurlD tokens Fact Sheet.

CLICK Submit Request
The Request Status screen will appear

A Chanin Sullivan

mlm pterta Heaitn Identity & Access Management (IAM)

B Services
ftHome R serserice~ (GiAccessReguest~ 4 Administration & Access Cerfifications Reports : A userAdmin | Q status Viewer  / Change Passwords
Success
Request IAM-0362233 Submitted
Request - IAM-0362233 @ ociatea Auits | L

Epic (Connect Care) - Modify - Pending

Submitted IManager Approval Setup Training Validating_Training Provision Access 2 Provisioning Porial Provisioning Data Courier Provisioning

21-May-2021 01:34:24 PM Status: Not Started Status: Not Started Status: Not Started Status: Not Started Status: Not Started Status: Not Started Status: Not Started
User: Karen VWalker

Requester: | Chanin Sullivan

NOTICE the on-screen message, “Success Request IAM-#HHHHHH Submitted.”, shaded in
green, is displayed in the top left corner of the screen.

The request steps and their statuses display. As each step is satisfied, the statuses will
automatically update. Those that do not apply will be automatically skipped.

CLICK # Home
The AHS IAM f Home screen appears
TRACK the progress of the request under Request Status

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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Request Status

Requested Status - Access - Type User Requester

21-May-2021 01:34 PM Pending - Epic (Connect Care) DMO - New

_— - .

You can monitor the progress of this request on the AHS IAM #& Home screen. In the Request
Status pane, you will see the request and its statuses listed.

CLICK on the Request number for more details.

As the Requester you will also ... Alberta Health
be sent email notifications from B Services

Identity Management as the
request progresses through to

letion.
compretion Request - IAM-0362234

Submitted Waiting for EPIC Account Provisioning DMO Provisioning

Identity & Access Management (l1A

A Home = A& Self Service (5 Access Request ~ 4 Administration ~ = & Access Cerlifications

21-May-2021 01:34:55 PM 21-May-2021 01:34:56 PM 21-May-2021 01:34:56 PM
User: Karen V Walker Status: Completed Status: Waiting

@ Work Item Details

Requester: | Chanin Suliivan Result: Success

CLICK # Home
The AHS IAM f Home screen appears

Complete |6

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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SECTION 4 — CONNECT CARE PROVIDER PORTAL
ROLE CATEGORY

Request Connect Care Provider Portal Access for a New
End-User

O You may request Epic Roles OR Connect Care Provider Portal Roles. You may not select
both unless you are part of a specific study group.

ENTER the AHS IAM URL into your internet web browser © https://iam.albertahealthservices.ca
The AHS IAM Login screen appears

Note the many access links to the Support Page for IAM news, information and learning
materials. You can also access the Support Page once logged in.

.!- Alberla Health  |dentity & Access Management (IAM) © Supeor Peog

AT Access Delays: RSA SecurlD Tokens, Shared

Login Drives/Folders

9 See Support Page for more details
Please ‘Og into the AHS 1AM SyStem using yOUfAHs network User ID / AHS IAM Username and ’ Quick Links

Password

A

Usemame | & Jsemame \ ‘ .
Authorized Approvers List

Shssword & Password ‘ Clinical Research / Trials Personnel
Phys\clan Access Questions - pleass contact

e
<+

Seif-Serve Password Reset / Account Unleck

Forget Password or Locked Out? Sel up your Security Profile

AHS [AM is {0 be used by AHS and AHS Affiiate ph
and Authorized Approvers. For informatian on
our AHS IAM Support Page.

i2ed Aprov e, visit
= AHS IAM Support Page

ENTER your Username and Password
CLICK *3 Log in
The AHS IAM A Home screen appears

CLICK Request or Modify Access
The Request Access screen appears with ¢ Existing User selected

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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SELECT New User
The screen refreshes to mlm perta Health Identity & Access Management (1AM)
capture the end-user’s
information. Choose this
option when the end-user

does not have an AHS Request Access
Network UserlD and is not

AHS

M Services

frHome = AR SeffService~ (5 Access Request~ (& Access Certifications Reports

e-PeopIe. See M tAMyself |« Existing User = & Multiple Users§ 4+ New User
Definitions for more
information. © Enter new user information:
# Legal First Name Tyson
# Last Name Pupperillo

ENTER the required information e vt ame
CLICK Create New User VEEoNE | B v
The Request Access #D0BDay | 25 v
screen appears with the
new user’s information
populated under Selected
User For Request

aln Alberta Health  |dentity & Access Management (IAM)

B Services
# Home 1 Self Service 4 @i Access Request 4 4 Administration & Access Certifications Reports s H 2 User Admin Q, Status Viewer # Change Passwords
Request Access

L selected User For Request

Name:

User Name:

IGUID:

Account Type:

Email:

Phone: None
Status: ACTIVE

Select a Different User

= Available Entitiements £Z Selected Entitiements

These are your selected entitiements. Click the [ button
below to procesd.
Action Entitlement / Resource

© Unselect | Epic (Connect Care) *
Reguest Access LU B GG eIl Used to request Netcare and PIN/PD access.

. . Cancel
Request Access (o2 42N RNl Request, modify or remove access to Client Registry.

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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Under Available Entitlements at Epic (Connect Care) CLICK Request Access
The screen refreshes and the Selected Entitlements pane appears with Epic (Connect Care)
displayed.

CLICK Next
The Complete Access screen appears with the Network Access Request (NAR) pane
displayed followed by the Epic (Connect Care) pane. This is because the new end-user must
get an AHS Network UserlD in order to access MyLearningLink for Connect Care Provider
Portal training requirements.

Complete the Network Access Request (NAR) Pane
ENTER all mandatory information and as much optional information as possible
At User Type, SELECT Community

There may be situations when a community end-user is also an Employee or Non-Employee.
See |AM Definitions for more information.

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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Complete the Epic (Connect Care) Pane

SELECT Connect Care Provider Portal Role Category
The screen refreshes to display a CMIO Role Category — Access Criteria Bundle

You can submit more than one

access bundle at a time. CLICK

the Connect Care Provider Reguestljpes | New o
Portal Role Category as many
times as needed. @ Role Category [ Connect Care Provider Portal Role Category

(select to add an access criteria
bundle) [ End User Role Category

SELECT Facilities

@ Connect Care Provider Portal Role Category - Access Criteria Bundle ‘
SELECT the Launch
The pane will refresh to include

Iaunch specific details Facilities Shoppers Drug Mart #2413|307E v
O * Wave 5 (Effective 2022-05-14) ~
ACCEPT or CHANGE the ACCOU nt @ % Account Effective Date 2022-05-14 =
H @ IMPORTANT The Wave and Effective date above apply fo the Epic
EXpl ry Date Role(s) identified below. If you need to modify the access below, proceed

within this pane. If, however, you are participating in a different Wave,
select a Role Category above to add a new access criteria bundle - even if

ENTER POSItlon DeS|gnat|on itis the same Role Category as here - then select a different Wave and the

Epic Role(s) required in the new pane.

# Account Expiry Date 2023-05-14 B

ENTER College License ID as needed

% Position Designation Unknown v

College License ID

SELECT Connect Care Provider Portal
© Connect Care Provider Portal Connect Care Provider Portal Clinical Support

Roles Roles
(choose only if the personis a Connect Care Provider Portal Front Desk Staff

member of the study group!)
[0 Connect Care Provider Portal Interim Physician

Required Training will display for
its corresponding CCPP role

[0 Connect Care Provider Fortal Optometry
[0 Connect Care Provider Portal Pharmacist

[0 Connect Care Pravider Fortal Provider

© Required Training  CPIC - Placeholder for required eLeamning [999]

Role Login Type Selections will A Entitiement Manager: Change Selected User
automatically be displayed here IF

the roles selected might require
access to Haiku/Canto, Rover, Web © Remote Access Required [

Suite, and / or Willow Ambulatory.

Submit Request Save As Draft Previous Cancel

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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ACCEPT or CHANGE the Entitlement Manager if displayed
OR
SEARCH for and SELECT an Entitlement Manager / Authorized Approver if one is not displayed

Role Login Types are only displayed for Epic (Connect Care) roles that may need access to the
Executive Web Dashboard, Haiku/Canto, Rover, and Willow Ambulatory.

Consult the Login Type Guide for more information if needed. You'll see it is also linked right in
the form.

SELECT Remote Access Required even if the end-user already has an AHS RSA SecurlD Token.
Follow the steps on Page 21. Click to read more in the Remote access (RUNA) with RSA SecurlD
tokens Fact Sheet.

CLICK Submit Request
The Request Status screen will appear

L csccPPaa |

l!' gglrzfi};;'“"" Identity & Access Management (IAM)

ftHome | A Self Service @ G Access Request » (% Access Certifications Reports

Success
Request IAM-0362237 Submitted.

Request - IAM-0362237

Network Account (NAR) - New - Pending

Submitted Manager Approval Provision Account Send VSM Email Completion Notification Credential Delivery.

21-May-2021 03:22:59 PM 21-May-2021 03:22:59 PM 21-May-2021 03:22:59 PM Status: Not Started Status: Not Started Status: Not Started
(New) User: Tyson Pupperillo Status: Completed Status: Provisioning

Requester: | CsCCPPaa ;ENH @ Skipped

Epic (Connect Care) - New - Pending

Submitted IManager Approval Setup Training Validating Training Provision Access 3M Provisioning Portal Provisioning Data Courier Provisioning

21-May-2021 03:22:59 PM Status: Not Started Status: Not Started Status: Not Started Status: Not Started Status® Mot Started Status: Not Started Status® Not Started

(New) User: Tyson Pupperillo
Requester: [Cs CCPPaa

NOTICE the on-screen message, “Success Request IAM-###HHHH# Submitted.”, shaded in
green, is displayed in the top left corner of the screen.

The request steps and their statuses display. As each step is satisfied, the statuses will
automatically update. Those that do not apply will be automatically skipped.

NOTICE there are two entitlement status bars displayed: one for the Network Access Request
(NAR) and one for the Epic (Connect Care) Connect Care Provider Portal access request.

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
Version August 2023 Page 40 of 76


https://www.albertahealthservices.ca/assets/info/it/If-it-iam-epicconnectcare-login-types-info.pdf
https://www.albertahealthservices.ca/assets/info/it/if-it-iam-ra-runa-ac1-ref.pdf
https://www.albertahealthservices.ca/assets/info/it/if-it-iam-ra-runa-ac1-ref.pdf

I'I Alberta Health
B Services

AHS Identity & Access Management
User Guide

If the end-user had requested Remote Access, the Remote User Network Access status bar
would also be displayed.

CLICK # Home
The AHS IAM # Home screen appears

You can monitor the progress of this request on the AHS IAM # Home screen. In the Request
Status pane, you will see the request and its statuses listed.

Request Status
( Request Requested Status - Access - Type User Requester
l I1AM-0362237 21-May-2021 03:22 PM Completed - Network Account (NAR) - New Cs CCPPaa
Pending - Epic (Connect Care) - New

—— —
- —
— — -
— - - -

CLICK on the Request number for more details

Alberta Health
Services

CsCCPPaa C>Logout

Identity & Access Management (I1AM) *

frHome A SelfService v G Access Request~ (& Access Certifications

Request - IAM-0362237

E Reports

Network Account (NAR) - New - Completed

Submitted

21-May-2021 03:22:59 PM
User: Tyson Pupperillo

Requester: | Cs CCPPaa

Manager Approval

21-May-2021 03:22:59 PM
Status: Completed

Provision Account

21-May-2021 03:23:09 PM
Status: Completed
Result: Success

Send VSM Email

21-May-2021 03:23:11 PM
status: Completed

Completion Notification

Status: Completed
Result: Success

Credential Delivery

21-May-2021 03:23:12 PM
Status: Completed

Submitted
21-May-2021 03:22:59 PM

User: Tyson Pupperilio

Requester: | Cs CCPPaa

Epic (Connect Care) - New - Pending

Manager Approval

21-May-2021 03:23:19 PM
Status: Completed

Setup Training

21-May-2021 03:23:59 PM
Status: Completed
Result: Success

Credeniial Delivery

21-May-2021 03:24:02 PM
status: Waiting

Validating Training

Provision Access 3M Provisioning

Status Not Started

Status: Not Started

Status: Not Started

Portal Provisioning

Status’ Not Started

Result: ey

@ Work Item Details

As the Requester you will also be sent email notifications from Identity Management as the request
progresses through to completion.

CLICK # Home
The AHS IAM f Home screen appears

Complete |6

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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Request Connect Care Provider Portal Access for an
Existing End-User

O You may request Epic Roles OR Connect Care Provider Portal Roles. You may not select
both unless you are part of a specific study group.

ENTER the AHS IAM URL into your internet web browser © https://iam.albertahealthservices.ca
The AHS IAM Login screen appears

Note the many access links to the Support Page for IAM news, information and learning
materials. You can also access the Support Page once logged in.

l!' ‘S‘Lﬁ:{.&yea"" Identity & Access Management (IAM) bt

AT Access Delays: RSA SecurlD Tokens, Shared

LOg in Drives/Folders

See Support Page for more details

Please log into the AHS IAM system using your AHS network User ID / AHS |AM Username and

4 Quick Links
Password.

MRS IAL ociie cog

Username | L psemame ‘ * A eI CaTe
Authorized Approvers List

Sassword & Password ‘ Clinical Research / Trials Personnel
Physician Access Questions - please contact

your Zonal Medical Affairs Office OR
Self-Serve Password Reset / Account Unleck
Forget Password or Locked Qut? Set up your Security Profile

AHS IAM is to be used by AHS
and Authorized Approvers. For inforr
our AHS IAM Support Page

lans and staff, as weil 45 community Custodians
w, Authorized Approvers, support contacts, and more, visit

= AHS IAM Support Page

ENTER your Username and Password
CLICK #3 Log in
The AHS IAM A Home screen appears

CLICK Request or Modify Access
The Request Access screen appears with ¥ Existing User selected

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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SEARCH for the existing end-user using the simple or Advanced Search functions
User Search Results appear

A0

l!- ‘s‘gﬁfi};;'ﬂa"" Identity & Access Management (1AM)

M Home L SeifService» (G Access Request~ | (% Access Certifications | B Reporis

Request Access

tIMyself  « Existing User = Multiple Users 4+ New User

User Search

Search for the individual requiring access (not yourselr).
Find a User

Find a user by searching for their last name, full name, account name, or email address

Q | csccppecomuser ‘

Advanced Search

User Search Results

Select Last Name 1= FirstName I: Login Job Title Healthy Account User Status DOE Match

Select CCPPcomuser @ Cs Csccppeomuser Yes =3 N/A

SELECT the end-user
The Request Access screen appears with the end-user’s details displayed in the Selected User
For Request pane followed by a list of Available Entitlements

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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l!l ggm% ;Iealth Identity & Access Management (IAM)

# Home 2 Self Service 4 & Access Request o 4 Administration « & Access Certifications Reporis H 2 User Admin Q, Status Viewer /# Change Passwords

Request Access

1 Selected User For Request

Name:

User Name:

1GUID:;

Account Type:

Email:

Phone: None
Status: ACTIVE

Select a Different User

= Available Entitlements

i= Selected Entitlements

- These are your selected entitiements. Click the [Ty button
Q Search Entitlements below to proceed.

© Unselect  Epic (Connect Care) *
Reguest Access PR GGGl Used to request Netcare and PIN/PD access.

- - ) Cancel
Request Access (o0 5Tl Request, modify or remove access to Client Registry,

Under Available Entitlements, at Epic (Connect Care), CLICK Request Access

Action Entitlement / Resource

B If the button says Change Access, the end-user already had Epic (Connect Care) access

from another launch. You can modify their current access OR request access for a different
Launch.

The screen refreshes and the Selected Entitlements pane appears with Epic (Connect Care)
displayed.

CLICK Next
The Complete Access Request screen appears

If there are pending requests for the end-user, that information will be displayed. Go ahead with
a new request but do not duplicate a pending request.

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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. L csccPPaa  Crlogout @ Support Pal
¥l e Yealth |dentity & Access Management (IAM) ssee . e

H Service

frHome & SelfService ~ | G Access Request~ | & Access Certifications | B Reports
Complete Access Request

# Epic (Connect Care) - | €s €cPPeomuser

Request Type Modify v

Select a role category to add an access criteria bundle. An Access Criteria Bundie is bound by the role category. for a
timeframe (wave), for the chosen roles, and the approver. One or more bundles can be added of the same or different role
type.

(select to add an access criteria

© Role Category (J Connect Care Provider Portal Role Category
bundle) (] End User Role Category ‘

€% user Guide: Epic (DMO,3M), Connect Care Provider Portal

© Remote Access Required O

Submit Request Save As Draft Previous Cancel

SELECT Connect Care Provider Portal Role Category
The screen refreshes to display a CMIO Role Category — Access Criteria Bundle
You can submit more than one access bundle at a time. CLICK the Connect Care Provider
Portal Role Category as many times as needed.

SELECT Facilities

SELECT the Launch
The pane will refresh to include launch specific details

ACCEPT or CHANGE the Account Expiry Date
ENTER Position Designation

ENTER College License ID as needed
SELECT Connect Care Provider Portal Roles

Required Training will display for its corresponding CCPP role

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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ACCEPT or CHANGE the Entitlement
Manager if displayed

OR

SEARCH for and SELECT an Entitlement

Manager / Authorized Approver if one is
not displayed

Role Login Types are only displayed
for Epic (Connect Care) roles that

may need access to the Executive
Web Dashboard, Haiku/Canto,
Rover, and Willow Ambulatory.

AHS Identity & Access Management

User Guide

@ Connect Care Provider Portal Role Category - Access Criteria Bundle

Facilities
@ % wave

@ * Account Effective Date

# Account Expiry Date
# Position Designation

College License ID

@ Connect Care Provider Portal
Roles

(choose only if the person is a
member of the study group!)

© Required Training

Shoppers Drug Mart #2413|307E v

5 (Effective 2022-05-14) ‘ v

2022-05-14 =
© IMPORTANT The Wave and Effective date above apply to the Epic
Role(s) identified below. If you need to modify the access below, proceed
within this pane. If, however, you are participating in a different Wave,
select a Role Category above to add a new access criteria bundle - even if
itis the same Role Category as here - then select a different Wave and the
Epic Role(s) required in the new pane.

2023-05-14 =

Unknown hd

[ Connect Care Provider Portal Clinical Support

Connect Care Provider Portal Front Desk Staff ‘
[ Connect Care Provider Portal Interim Physician

[ Connect Care Provider Portal Optometry

Connect Care Provider Portal Pharmacist

[ Connect Care Provider Portal Provider

Epic - Placeholder for required eLearning [999]

A Entitlement Manager: Change Selected User

© Remote Access Required

Submit Request Save As Draft Previous Cancel

If Role Type Selections are displayed SELECT the Login Type Roles required.

Role Login Types are only displayed for Epic (Connect Care) roles that may need access to the
Executive Web Dashboard, Haiku/Canto, Rover, and Willow Ambulatory.

Consult the Login Type Guide for more information if needed. You'll see it is also linked right in

the form.

SELECT Remote Access Required even if the end-user already has an AHS RSA SecurlD Token.
Click to read more in the Remote access (RUNA) with RSA SecurlD tokens Fact Sheet.

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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CLICK Submit Request
The Request Status screen will appear

l!l ggﬁfi};s“ea"" Identity & Access Management (I1AM)

frHome R SelfServicew (5 Access Request~ | (& Access Certifications B Reports

Success
Request IAM-0362236 Submitted.

Request - IAM-0362236

Epic (Connect Care) - Modify - Pending

Submitted Manager Approval Setup Training Validating Training Provision Access 31 Provisioning Portal Provisioning Data Courier Provisioning

21-May-2021 02:29:08 PM Status: Not Started Status: Not Started Status: Not Started Status: Not Started Status: Not Started Status: Not Started Status: Not Started
User:  Cs CCPPcomuser

Requester: [Cs CCPPaa

NOTICE the on-screen message, “Success Request IAM-###HHHH# Submitted.”, shaded in
green, is displayed in the top left corner of the screen.

The request steps and their statuses display. As each step is satisfied, the statuses will
automatically update. Those that do not apply will be automatically skipped.

CLICK & Home
The AHS IAM f Home screen appears
TRACK the progress of the request under Request Status

Request Status

User

Requester

Request Status - Access - Type

Requested

1AM-0362236 21-May-2021 02:29 PM Pending - Epic (Connect Care) - Modify

You can monitor the progress of this request on the AHS IAM # Home screen. In the Request
Status pane, you will see the request and its statuses listed.

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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CLICK on the Request number for more details.

" A csccrraa  [Celogout @
'!- Qlberta Heallh Identity & Access Management (1AM)

frHome R serfsService»  (GAccess Request~ [ Access Centifications Reports

Request - IAM-0362236 Lo

Epic (Connect Care) - Modify - Pending

Submitted Manager Approval Setup Training Validating Training Provision Access 3M Provisioning Porial Provisioning Data Courier Provisioning
21-May-2021 02:29:08 PM 21-May-2021 02:29:12 PM 21-May-2021 02:29:44 PM 21-May-2021 02:29:47 PM Status: Not Started Status: Not Started Status: Not Started Status: Not Started
User:  Cs CCPPomuser Status: Completed Status: Completed

Status: Hold

Requester: | Cs CCPPaa Result: Result: Success

As the Requester you will also be sent email notifications from Identity Management as the
request progresses through to completion.

CLICK A Home
The AHS IAM # Home screen appears

Complete |6
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Approve the NAR portion of an Epic (Connect Care)
access request

B If you received an email from Identity Management that a Epic (Connect Care) access
request requires your approval, perform the following steps.

ENTER the AHS IAM URL into your internet web browser +J) https://iam.albertahealthservices.ca
LOGIN

In the Access Requests pane, notice a new Approval item is waiting

I!l gglrgfi};;'ea"" Identity & Access Management (I1AM)

M Home Self Service~  Access Request~ | Access Certifications Reports

Access Requests Request Status

Req Req d Status

& Request or Modify Access

X Approvals 1 «

X Work Requests 0

Your Entitlement List

To make a request for someone else, use Request or Modify Access

i Access Certifications o

Action Entitlement / Resource

CLICK Approvals
The Awaiting Approval screen will appear

A cSManager (*Logout @ Support Page

l!l Alberta Health  |dentity & Access Management (IAM)

Services

M Home SelfService~ = Access Request~  Access Certifications Reports °

Awaiting Approval

Search all of your Approvals.

RequestNumber Q| Enter 3 or more characters. Ex: 3286 Search X Clear Filters
Queues Assets Request Types Users
All v All v Al v Al % v

Y | Filter visible attributes

Request Queue Asset Request Type User Requester Queue Entry Date Latest Comment
IAM-0308757  Network Account Request (NAR) - Manager Approval Queue [csmanager] Network Account (NAR) New Lesly Toller 26-Sep-2019
Page Size 50 v Approvals 1 - 1 (by oldest to most recent) Total of 1

CLICK the Request number
The Request Status screen displays showing the Network Account (NAR) request for review
and approval.

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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CLICK View all Entitlements on Request to see all entitlements that are included in this request: NAR,
RUNA and Epic (Connect Care).

REVIEW the "Network Account (NAR) request information
/ Tool Tips for approving a NAR request

At Your Comments
Comments you enter can only be seen by other approvers during the request. Comments

cannot be seen by the user or Requester. If you see this comment icon 8 on a work item, it
means an Authorized Approver has left a comment.

At Approve, Deny, Save

+ Approve Save

v Approve

This approves the request and closes the screen. The Request Status screen will appear
showing the request as Complete. The message, “Success — Work Iltem Processed.” will
appear in the top left corner shaded in green. There will be one less item in your Approval
queue. An automated email will be sent from Identity Management to the Requester informing
them the request was approved.

® Deny — will deny the request and require a reason to be entered in the verification pane. The
Awaiting Approval screen will appear and the denied request no longer listed. At the AHS
IAM A Home screen, there will be one less item in your Approval queue. An automated email
will be sent from Identity Management to the Requester informing them the request was denied.

Save — will save your changes and leave the screen open. You can leave the approval screen
without losing your change. You can re-open the request for review at another time. Requests
for Approval will remain in your queue for 10 business days before they time-out and are
automatically denied and closed.

CHANGE information as needed and permitted

ENTER Comments as needed

CLICK Approve
Note the on-screen message, “Success Work Item Processed.” shaded in green in the top left
corner.

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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CLICK # Home
The AHS IAM f Home screen appears
In the Access Requests pane, you will see one less item in the Approvals queue.
Your role as the NAR Authorized Approver is complete.

E The Requester will be notified by email that the end-user's AHS Network User ID is ready
for pickup. This is done so the end-user can access MyLearningLink and complete their Epic
(Connect Care) training without delay.

Complete |6
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Approve the Epic (Connect Care) portion of an access
request

B If you received an email from Identity Management that an Epic (Connect Care) access
request requires your approval, perform the following steps.

ENTER the AHS IAM URL into your internet web browser +J) https://iam.albertahealthservices.ca
LOGIN

In the Access Requests pane, notice a new work Approval item is waiting

l!l ggﬁ'igglﬂa“" Identity & Access Management (IAM)

& Home Self Service = Access Request » Access Certifications Reports

Access Requests ' Request Status

Request Requested
& Request or Modify Access

i Approvals 2 «

=i Work Requests o

¥ Access Certifications o

CLICK Approvals
The Awaiting Approval screen displays

n 2 csmanager Crlogout @ Support Page
I!. Alberta Health | dentity & Access Management (IAM) S . protFes

ervices

frHome = SelfService -  Access Request~  Access Certifications =~ Reports 9

Awaiting Approval

Search all of your Approvals

Request Number| Q | Enter 3 or more characters. Ex: 3286 Search X Clear Filters
Queues Assets Request Types Users
All v Al v All v All ~
T Filter visible attributes
Request Queue Asset Request Type User Requester Queue Entry Date Latest Comment
|IAM-0308757 Epic - Manager Approval Queue Epic (Connect Care) New 29-Sep-2019
Page Size 50 + | APPIOVaIs 1-1 (by oldest to most recent) Total of 1
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CLICK on the IAM-#HHHHHHE request number
The Pending Approval — |AM-###HHHHE screen displays

The Request Status screen at the top of the screen shows the progress of Epic (Connect
Care) request — waiting for Manager Approval. Complete details of the Epic (Connect Care)
request follow.

CLICK View all Entitlements on Request to see all entitlements that are included in this request: NAR,
Epic (Connect Care) and RUNA.

REVIEW the ‘Epic (Connect Care) request information

/ Tool Tips for approving an Epic (Connect Care) request

At Your Comments
Comments you enter can only be seen by other approvers during the request. Comments

cannot be seen by the user or Requester. If you see this comment icon 8 on a work item, it
means an Authorized Approver has left a comment.

At Approve, Deny, Save

+ Approve Save

v Approve

This approves the request and closes the screen. The Request Status screen will appear
showing the request as Complete. The message, “Success — Work Iltem Processed.” will
appear in the top left corner shaded in green. There will be one less item in your Approval
queue. An automated email will be sent from Identity Management to the Requester informing
them the request was approved.

® Deny — will deny the request and require a reason to be entered in the verification pane. The
Awaiting Approval screen will appear and the denied request no longer listed. At the AHS
IAM f Home screen, there will be one less item in your Approval queue. An automated email
will be sent from Identity Management to the Requester informing them the request was denied.

Save — will save your changes and leave the screen open. You can leave the approval screen
without losing your change. You can re-open the request for review at another time. Requests
for Approval will remain in your queue for 10 business days before they time-out and are
automatically denied and closed.

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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REVIEW the request

CHANGE information as needed and permitted
ENTER Comments as needed

CLICK Approve

Note the on-screen message, “Success Work ltem Processed.” shaded in green in the top left
corner.

CLICK & Home
The AHS IAM & Home screen appears
In the Access Requests pane, you will see one less item in the Approvals queue.
Your role as the Epic Authorized Approver is complete.

E Once the end-user has completed their Epic (Connect Care) training, access will be
provisioned for the end-user. The end-user can access Epic (Connect Care).

Complete 1@,
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Pick up access credentials

E If you have been identified as the person to pick up an end-user’s access credentials:

If you have an internal AHS Email address, the end-user’s credentials will be sent to
you.

If you do not have an internal AHS email address, you will receive an email telling you to
log into AHS IAM to pick up the end-user’s credentials.

ENTER the AHS IAM URL into your internet web browser #J https://iam.albertahealthservices.ca
LOGIN
In the Access Requests pane, notice a new Work Request item is waiting for you.

X TesterUser C+Logout @ Support Page

l!l Shherta Health  |dentity & Access Management (IAM)

ervices

frHome = Self Service - Access Request~  Access Certifications  Reports

Access Requests Request Status
Request Requested Status - Access - Type User Requester
% Request or Modify Access
E’ q fy IAM-0308757 26-Sep-2019 06:07 PM Completed - Network: Accodﬂt (NAR) - New Tester User
- Pending - Epic (Connect Care) - New
' Approvals ‘8 Pending - Remote User Network Access (RUNA) - New
i Work Requests 1 * [ — - o
o - - -
X Access Certifications -
-— - -

CLICK on Work Requests
The Work Requests screen displays

2 TesterUser C*Logout @ Support Page

I!I Alberta Health  Identity & Access Management (IAM)

ervices

M Home = Self Service -  Access Request~ | Access Certifications  Reports

Work Reguests

Search all of your Work Requests.

RequestNumber Q  Enter 3 or more characters. Ex: 3286 Search R Clear Filters
Queues Assets Request Types Users
All v All v All v All v

Y | Fitter visible attributes

Request Queue Asset Request Type User Requester Queue Entry Date Latest Comment
IAM-0308757 Credential Delivery Queue Epic (Connect Care) New 29-5ep-2019
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CLICK on the request number IAM-
HHHRHHHH
The Pending Manual Action —
|AM-#HHEEHHE screen displays

The Request Status screen at
the top of the screen shows the
progress of Epic (Connect Care)
request — waiting for Credential
Delivery.

CLICK View all Entitlements on
Request to see all entitlements that are
included in this request: NAR, Epic
(Connect Care) and RUNA.

WRITE DOWN the access credentials
before CLICKING Complete

© Once the Work Request is marked
complete, the screen will disappear and
you will not be able to access these
credentials again. If that happens,
contact the AHS IT Service Desk and
request an “AHS Network password
reset for a new end-user’s network 1D”.

You can CLICK Save and the Work
Request will be saved but the
provisioning will not proceed. You must
Complete the Work Request for the
request provisioning to continue.

AHS Identity & Access Management

I‘ Alberta Health
n

Services

Identity & Access Management (IAM)

User Guide

A Home

SeNSenvice  AccessRequest-  Acress Cemficaons | Regars

Pending Manual Action - IAM-0308757

Epic (Conned Gars)

‘valdaing Tranng

St NotStated | Staws NOTSWres | Stams NotSwned

haanager Aol

[ stotus ot Saried

[ Access Wotsiem | RWNAPivion

Status NofStarled | Status: Not Staried  Status: Nol Started

Status: Hot Started

AHS Userld

AHS Passwerd

NS

Credentials to be Delivered

lesiytoller

KpgLacss

Personal Information

Legal First Name
Lastiame

Widle Inal
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suffix

User Type and Gategory

User Type
AHS Zane
User Sub-category

Sunset Data

Email

Email

External Emal Adaress

Gompany / Location

Job Title
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Room Numbar

Phone / Contact

Lesly
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Fumenton

Contractors

lesiy toserggmai com

lesiy fokerg@gmal com

Department  Leamin

Telaphone
Mobile Phone
omer Telephane

Fax

TBOAEL D00

S8r-adan08

Your Gomments W ©

- s
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CLICK Complete
The Work Request disappears

Note the on-screen message, “Success Work Item Processed.” shaded in green in the top left
corner of the screen.

CONVEY the access credentials to the end-user
As needed, remind the end-user to complete their Epic (Connect Care) training in
MyLearningLink.

CLICK & Home

The AHS IAM # Home screen appears
There is one less item in the Work Requests queue

Complete |6
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Save an access request as a draft
At the bottom of the Complete Access Request screen CLICK Save as Draft

Submit Request Save As Draft Previous Cancel ’

The Complete Access Request screen refreshes with message, “Success Draft Saved”
shaded in green in the top left corner. If you scroll down you will see all entered information
saved.

l!l Qiherta Heallh  1dentity & Access Management (1AM)

ftHome A SelfService » | (5 Access Request = 4 Administration ~ | & Access Certifications Reports

Success
Draft Saved.

Complete Access Request

# Epic (Connect Care) - | Ali Timizi

Request Type Modify ~

© Role Category [ End User Role Category
(select to add an access criteria
bundle)

B End User Role Category - Access Criteria Bundle

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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Manage a saved draft access request

At the AHS IAM f Home screen
In the a Draft Requests pane the saved draft is listed

A Janita Broersma-Zylstra ~ CrLogout @ Support Page

Access Management (IAM)

dministration » & Access Certifications Reports A UserAdmin | Q, Status Viewer  /# Change Passwords L

& Draft Requests @

Time User Entitlement(s) Action

CLICK Delete to permanently delete the request
OR

CLICK Resume to continue with the request. You can save a request as a draft as often as needed.
The Complete Access Request screen displays

ACCEPT or MODIFY the request fields as needed

CLICK Submit Request
The Request Status screen displays

The on-screen message, “Success Request IAM-###H#HH## Submitted.”, shaded in green, is
displayed in the top left corner of the screen.

CLICK # Home
The AHS IAM f Home screen appears
TRACK the progress of the request under Request Status

You can monitor the progress of this request on the AHS IAM f Home screen. In the Request
Status pane, you will see the request and its statuses listed. CLICK on the Request number for
more details. As the Requester you will also be sent an email notification from Identity
Management as the request progresses through to completion.

CLICK # Home
The AHS IAM f Home screen appears

Complete 1@,
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Modify existing Epic (Connect Care) access

o BEFORE proceeding, CONFIRM the end-user’s access needs before removing any or all
access to Epic (Connect Care).

ENTER the AHS IAM URL into your internet browser +) https://iam.albertahealthservices.ca

LOGIN
The AHS IAM # Home screen appears

CLICK Request or Modify Access
The Request Access screen appears with ¢ Existing User checked

SEARCH for the existing end-user using the simple or Advanced Search functions
User Search Results appear

SELECT the end-user
The Request Access screen appears with the end-user’s details displayed

Under Available Entitlements, LOCATE Epic (Connect Care) and CLICK Change Access
The Selected Entitlements pane appears with Epic (Connect Care) selected

CLICK Next
The Complete Access Request screen appears with the end-user’s details and current access
displayed.

ACCEPT or MODIFY the Entitlement Manager / Authorized Approver

CLICK Submit Request
The Request Status screen appears

REVIEW the Epic (Connect Care) — Submitted Form pane to review the modifications.

The modified content is highlighted with both a »"Modified label and an #* exclamation mark.

The Request Status screen will appear and you will see the workflow steps complete up to
Manager Approval, which will have a status of Waiting.

The Entitlement Manager / Authorized Approver you identified will be sent an email from Identity
Management telling them their approval is required. Once it is completed, the Dragon Medical
One Provisioning Administrator will be sent an email from Identity Management telling them a
work item requires their attention. Once it is completed, and the end-user has completed their
training, the rest of the process will automatically complete and the end-user’s Epic (Connect
Care) access will be modified.

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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In time, this is what the completed request will look like.

2 Jbepic Admin  Crlogout @ Support Page

W verts Healtn Identity & Access Management (1AM)

W Services

frHome SelfServicew | Access Request~  Access Certificalions ~ Reports

Request - IAM-0309179 2 ou Requests

Epic (Connect Care) - Modify - Completed

Submitted Manager Approval Setup Training Validating Training Provision Access 3M Provisioning DMO Provisioning
30-Sep-2019 02:03:13 PM 30-Sep-2019 02:53:02 PM 30-Sep-2019 02:54:32 PM 30-Sep-2019 02:56:06 PM 30-Sep-2019 02:57:19 PM 30-Sep-2019 02:57:34 PM 30-Sep-2019 02:59:16 PM
User: | Jane Epic Status: Completed Status: Completed Status: Completed Status: Completed Status: Completed Status: Completed

Requester: [Jbepie A Result: Approve Result: Success Result; Success Result: Success Result: Result: Complete

@ Work ltem Details. @ Work item Details

Epic (Connect Care) - Submitted Form

CLICK A Home
The AHS IAM f Home screen appears

Complete |6
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Modify Login Types only

o BEFORE proceeding, CONFIRM the end-user’s access needs before modifying any
access to Epic (Connect Care).

ENTER the AHS IAM URL into your internet browser %] https://iam.albertahealthservices.ca
LOGIN
The AHS IAM # Home screen appears
CLICK Request or Modify Access
The Request Access screen appears with + Existing User checked
SEARCH for the existing end-user using the simple or Advanced Search functions
User Search Results appear
SELECT the end-user
The Request Access screen appears with the end-user’s details displayed
Under Available Entitlements, LOCATE Epic (Connect Care) and CLICK Change Access
The Selected Entitlements pane appears with Epic (Connect Care) selected
CLICK Next
The Complete Access Request screen appears with the end-user’s details and current access
displayed.
At Request Type SELECT Modify Login Types Only
The screen refreshes to display the Role Login Types Selections pane

m¥m Aiverta Healt '
o oherts Hea Identity & Access Management (1AM)

# Home A Self Service 4 & Access Request + 4 Administration «» & Access Certifications Reports H 3

Complete Access Request

v Epic (Connect Care) - = Ali EpicTest
Request Type Modify Login Types Only * A

Role Login Type Selections

The default roles for the applicadle Login Types are displayed below. Use the drop
down to select a different role fo link to a Login Type, if required. Only certain roles
can be selected.

Physician Anesthesia

Haiku/Canto Login Type Roles [[ Physician Surgery b

Physician Surgery

| Submit Request I Save As Draft Previous Cancel

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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SELECT the Login Type Role desired

CLICK Submit Request
The Request Status screen appears showing the tasks as Completed.

l!l gmg ;Iea“h Identity & Access Management (I1AM)

f Home & Self Service G Access Request « 4 Administration «» & Access Certifications Reports +

Success
Request |AM-0433773 Submitted.

Request - IAM-0483773

Epic (Connect Care) - Modify Login Types Only - Completed

Submitted Provision Access

19-Apr-2023 05:08:02 PM 19-Apr-2023 05:08:07 PM
User: | Ali EpicTest Status: Completed

Requester: Janita Broersma-Zylstra Result: Success

Epic (Connect Care) - Submitted Form

Request Type Modify Login Types Only e

Role Login Type Selections

The defauilt roles far the applicable Login Types are displayed below. Use the drop
down fo select a different role fo link to a Login Type, if required. Only cerfain roles
can be selected.

A, Haiku/Canto Login Type Roles Fhysician Anesthesia -

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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REVIEW the Epic (Connect Care) — Submitted Form pane to review the modifications.

A pop-up displays showing the revisions

made Original Value  No Value

CLICK ﬁ Home Updared Value  FPhysician Anesthesia
The AHS IAM # Home screen appears

Close

Complete |6
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Remove existing Epic (Connect Care) access

o BEFORE proceeding, CONFIRM the end-user’s access needs before removing any or all
access to Epic (Connect Care).

ENTER the AHS IAM URL into your internet browser +) https://iam.albertahealthservices.ca
LOGIN
The AHS IAM # Home screen appears

A& Jbepic Admin  Celogout @ Support Page

l!l ‘s‘gﬁifnﬂe;‘ﬂﬂ“h Identity & Access Management (IAM)

frHome  SelfService~  Access Requesl~  Access Certifications — Reporls 9

Access Requests | Request Status

Request Requested Status - Access - Type User Requester
Z Request or Modify Access
1 a fy IAM-0309179 30-Sep-2019 02:03 PM Completed - Epic (Connect Care) - Modify Jane Epic
i Approvals 0 —— ———
= Work Requests (0 - - - -

¥ Access Certifications 0

Your Entitlement List

To make a request for someone else, use Request or Modify Access

CLICK Request or Modify Access
The Request Access screen appears with ¢ Existing User checked

SEARCH for the existing end-user using the simple or Advanced Search functions
User Search Results appear

SELECT the end-user
The Request Access screen appears with the end-user’s details displayed

Under Available Entitlements, LOCATE Epic (Connect Care) and CLICK Change Access
The Selected Entitlements pane appears with Epic (Connect Care) selected

CLICK Next
The Complete Access Request screen appears with the end-user’s details displayed

CLICK Remove next to the Access Criteria Bundle you want removed from the end-user’s Epic
(Connect Care) access
Please note that any associated Login Types will be automatically removed, no special steps
need to be taken by the Requester.

ACCEPT or CHANGE the Entitlement Manager / Authorized Approver.

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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CLICK Submit Request
The Request Status screen will appear and you will see the workflow steps complete up to
Manager Approval, which will have a status of Waiting.

The Entitlement Manager / Authorized Approver you identified will be sent an email from Identity
Management telling them their approval is required. Once it is completed, the rest of the
process will automatically complete and the end-user’s Epic (Connect Care) Access Criteria
Bundle will be removed.

If the access included Dragon Medical One and / or 3M Health Information Systems, the
appropriate Provisioning Administrator will be sent an email from Identity Management telling
them a Work Item required their action. Once complete, the rest of the process will
automatically complete and the end-user’s access to those applications will be removed.

CLICK # Home

The AHS IAM f Home screen appears
In the Request Status pane, you will see the request displayed with a status of Completed.

Complete 1
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Approve a request to modify or remove existing Epic
(Connect Care) access

m If you received an email from Identity Services Management that an access request
requires your approval, follow these steps.

@ BEFORE proceeding, CONFIRM the end-user’s access needs before removing any or all
access to Epic (Connect Care).

ENTER the AHS IAM URL into your internet web browser %] https://iam.albertahealthservices.ca
LOGIN

In the Access Requests pane, notice a new work Approval item is waiting

.!l ‘S‘Lh:"i};s”ea"“ Identity & Access Management (1AM)

M Home Self Service~ = Access Request~  Access Certifications =~ Reports

Access Requests Request Status

Req Req d Status

& Request or Modify Access

i Approvals 1 *

X Work Requests 0

Your Entitlement List

To make a request for someone else, use Request or Modify Access

X Access Certifications 0

Action Entitlement / Resource

CLICK Approvals
The Awaiting Approval screen will appear

2 CSManager Crlogout @ Support Page

l!l Alberta Health  |dentity & Access Management (1AM)

Services

M Home SelfService~ = Access Request~  Access Cerfifications  Reporis

Awaiting Approval

Search all of your Approvals.

Request Number Q| Enter 3 or more characters. Ex: 3286 Search ¥ Clear Filters
Queues Assets Request Types Users
Al 4 All v Al v All 4

Y | Filter visible attributes

Request Queue Asset Regquest Type User Requester Queue Entry Date Latest Comment

IAM-0309179 Epic - Manager Approval Queue Epic (Connect Gare) Modify [ Jane Epic | [ sbepic Admin | 30-Sep-2019
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CLICK the Request number
The Pending Approval screen appears with the request Waiting for Manager Approval.

REVIEW the »"Epic (Connect Care) Access Criteria Bundle.
The modified content is highlighted with both a # Modified label and an exclamation mark.

/ Tool Tips for approving an Epic (Connect Care) modify access
request

At Your Comments
Comments you enter can only be seen by other approvers during the request. Comments

cannot be seen by the user or Requester. If you see this comment icon 8 on a work item, it
means an Authorized Approver has left a comment.

At Approve, Deny, Save

+ Approve Save

v Approve

This approves the request and closes the screen. The Request Status screen will appear
showing the request as Complete. The message, “Success — Work Item Processed.” will
appear in the top left corner. There will be one less item in your Approval queue. An automated
email will be sent from Identity Management to the Requester informing them the request was
approved.

¥ Deny — will deny the request and require a reason to be entered in the verification pane. The
Awaiting Approval screen will appear and the denied request no longer listed. At the AHS
IAM # Home screen, there will be one less item in your Approval queue. An automated email
will be sent from Identity Management to the Requester informing them the request was denied.

Save — will save your changes and leave the screen open. You can leave the approval screen
without losing your change. You can re-open the request for review at another time. Requests
for Approval will remain in your queue for 10 business days before they time-out and are
automatically denied and closed.

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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CHANGE information as needed and permitted

ENTER Comments as needed

CLICK Approve
Note the on-screen message, “Success Work ltem Processed.” shaded in green in the top left
corner.

CLICK # Home
The AHS IAM # Home screen appears
In the Access Requests pane, you will see one less item in the Approvals queue.
Your role as the Authorized Approver is complete.

B For modify / remove requests that include Dragon Medical One and / or 3M Health
Information Systems — the appropriate Provisioning Administrator will be sent an automated
email from Identity Management telling them a Work Item requires their attention. Once the
Work Item is completed, and the end-user has completed any required training (as applies), the
request will automatically complete and the end-user’s access to Epic (Connect Care) will be
modified / removed.

Complete |6
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Cancel a submitted request

E If, after submitting an access request, you determine it is no longer needed, you can cancel
it. This process can only be performed on incomplete access requests. This can only be
performed by the person who submitted the request.

ENTER the AHS IAM URL into your internet web browser %] https://iam.albertahealthservices.ca
LOGIN

The AHS IAM f Home screen appears

At the Request Status pane the request appears with at Status of Pending

i 2 Tester U Crlogout @ Support Pagd
wla et et Identity & Access Management (IAM) sser e

W Services

ftHome  SeffService ~  Access Requestw  Access Certifications  Reports

Access Requests Request Status
Request Requested Status - Access - Type User Requester
% Request or Modify Access
c’ q fy IAM-0308913 30-Sep-2019 09:33 AM Pending - Epic (Connect Care) - New [ Jane Epic | I
X Approvals (0 - —s
2 Work Requests 0
ol -- e -
I Access Certifications o —
- . - .
— o — e — PN -

CLICK on the IAM-###H#H#HHE of the access request you submitted and now want to cancel
The Request Status screen appears

a A& TesterUser C*Logout @ Support Page
¥ uterts eath Identity & Access Management (IAM)

Ml Services

A Home Self Service v Access Request v Access Certifications Reports o

Request - IAM-0308913 \ T

Epic (Connect Care) - New - Pending

Submitted Manager Approval Setup Training Validating Training Provision Access 3M P DMO Pr
30-Sep-2019 09:33:09 AM 30-Sep-2019 09:33:09 AM Status: Not Started Status: Not Started Status: Not Started Status: Not Started SlatIlJ/ENOI Started

User: | dane Epic Status: Waiting

@ Work Item Details.

Epic (Connect Care) - Submitted Form

Requester: [Tester User

CLICK Cancel Request
A verification message appears

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
Version August 2023 Page 70 of 76


https://iam.albertahealthservices.ca/

... Alberta Health AHS ldentity & Access Management
B Services User Guide

Cancel Request?

Are you sure you want to cancel the request? This will cancel all assets that are still pending

CLICK Cancel Request

The Request Status screen appears showing the request as Canceled

q A Testeruser C*Logout @ Support Page
'!' Alberta Health  |dentity & Access Management (IAM)

ervices

fHome = SeffService ~  Access Request~  Access Certifications ~ Reports

Request - IAM-0308913 | CEEEE | o reass

Epic (Connect Care) - New - Canceled

Submitted Canceled

30-Sep-2019 09:33:09 AM 30-Sep-2019 10:46:20 AM

User: | Jane Epic Canceled By: | Tester User

Requester: [TesterUser

If you want to resubmit the request now or in the future CLICK Resubmit Request.
For instructions, please see the Resubmit a Denied or Cancelled Request process in this Guide.

CLICK # Home

The AHS IAM # Home screen appears
In the Request Status pane, you will see the request Canceled.

. - & TesterUser C*Logout @ Support Page
NI Alberta Health  |dentity & Access Management (IAM)
M Services
A Home Self Service ~  Access Request v | Access Certifications Reports
Access Requests | Request Status
Request Requested Status - Access - Type User Requester
7 i
@ FequestionModify Access 1AM-0308913 30-Sep-2019 09:33 AM Canceled - Epic (Connect Care) - New Jane Epic
—_—
i Approvals (0 —— JR——
= Work Requests 0
X Access Certifications o —_— ——
— -
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Resubmit a Denied or Cancelled Epic (Connect Care)
request

m This process can only be performed by the Requester on a request that was submitted and
denied or cancelled.

ENTER the AHS IAM URL into your internet web browser #J https://iam.albertahealthservices.ca
LOGIN
The AHS IAM f Home screen appears

X Testeruser Celogout @ Support Page

alls Alberta Health  |dentity & Access Management (1AM)

M Services
frHome | SelfService~  AccessRequest~ | Access Cenifications = Reports
Access Requests Request Status
Request Requested Status - Access - Type User Requester

& Request or Modify Access i

q y 1AM-0308913 30-Sep-2019 09:33 AM Canceled - Epic (Connect Care) - New Jane Epic

—_—

i Approvals (0 - -
= Work Requests o
¥ Access Certifications o —— S

In the Request Status pane, the Denied or Canceled access request is displayed
CLICK |IAM-##H#HHHHE of the request you want to resubmit
The Request — |IAM-#HHHHHEE screen displays

Resubmit Request?

A new request will be auto-populated with the data from this request and you will be taken to the request screen fo fill out any remaining

information.
C Resubmit Request Close

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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m Here is a sample of a request that was denied. Note the Request Status screen. You can
discover the reason it was denied by CLICKING on Work Item Details. A Work Item —
Manager Approval pop up screen appears. Note the Entitlement Manager / Authorized
Approver’s comments. CLICK Close.

Work Item - Manager Approval

Queue Name
WeliSky - Manager Approval Queue

Denied By
| Cs Manager |

Denied Reason

Need more details please.

CLICK Resubmit Request
The Resubmit Request? dialogue box appears
READ the on-screen message that appears
CLICK Resubmit Request
The Complete Access Request screen displays with the end-user’s details displayed

REVIEW the . Epic (Connect Care) form information
If needed, CHANGE any request details

CLICK Submit Request

The Request Status screen appears with the message, “Success Request |AM-#HHEHH
Submitted.” displayed in the top left corner.

X Testeruser Crlogout @ Support Page

l!l Alberla Health  Identity & Access Management (IAM)

ftHome  SelfService ~  Access Requesi~  Access Cerlifications — Reporls

Success
Request IAM-0309174 Submitted.

[Request - IAM-0309174 ——

Epic (Connect Care) - New - Pending

Submitted Manager Approval Setup Training Validating Training Provision Access 3M Py DMO Provi
30-5ep-2019 11:49:27 AM 30-Sep-2019 11:49:27 AM status: Not Started Status: Not Started Status: Not Started Status: Not Started Status: Not Started
User:  Jane Epic Status: Waiting
Requester: [TesterUser

@ Work ltem Details

Epic (Connect Care) - Submitted Form
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The Manager Approval step has a status of Waiting

The Entitlement Manager / Authorized Approver will be sent an email notification from Identity
Management telling them a request requires their approval

CLICK & Home
The AHS IAM # Home screen appears
In the Request Status pane, you will see the request is Pending

L Testeruser Crlogout @ Support Page

l!l ‘S‘L“rfrfitni:'“““ Identity & Access Management (IAM)

MHome = SelfService»  Access Request~  Access Certifications ~ Reporis 9
Access Requests Request Status
Request Requested Status - Access - Type m User Requester
% Request or Modify Access
G 9 Y 1AM-0309174 30-Sep-2019 11:49 AM Pending - Epic (Connect Care) - New ==
= Approvals @ = -
2 Work Requests 0 - -
= Access Certifications (0
-— - -

E You can monitor the progress of the request here. Once the Entitlement Manager /
Authorized Approver approved the Epic (Connect Care) access, and the end-user has
completed their Epic (Connect Care) training, access will be provisioned for the end-user and
the request will display as Completed. The end-user can access Epic (Connect Care).

Complete |6
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Modify a pending Epic (Connect Care) Access Request

E Only the original Requester can modify a Pending access request.

ENTER the AHS IAM URL into your internet browser %) https://iam.albertahealthservices.ca
LOGIN

The AHS IAM # Home screen appears
In the Request Status pane CLICK on the |AM-##H#HHHH: Pending request you wish to modify

Request Status

Request Requested Status - Access - Type User Requester
1AM-0311128 11-Oct-2019 09:36 AM Pending - Epic (Connect Care) - New
1AM-0311123 10-Oct-2019 12:34 PM Pending - Epic (Connect Care) - Modify
I1AM-0311122 10-Oct-2019 12:24 PM Pending - Epic (Connect Care) - New
IAM-0311121 10-Oct-2019 12:24 PM Canceled - Epic (Connect Care) - New
IAM-0311119 10-Oct-2019 12:23 PM Completed - Epic (Connect Care) - New

The Request screen appears
CLICK Cancel Request
A verification pop-up message will appear

Cancel Request?

Are you sure you want to cancel the request? This will cancel all assets that are still pending. /

1 Cancel Request Close

CLICK Cancel Request
The Request-IAM-####HHHE screen appears

Screen shot data are fictitious. If you notice differences between AHS IAM and the screen shots shown, trust AHS IAM.
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Request - IAM-0311128 S Sorroasss

Epic (Connect Care) - New - Canceled

CLICK Resubmit Request
A Resubmit Request? verification pop-up message will appear

Resubmit Request?

A new request will be auto-populated with the data from this request and you will be taken to the request screen to fill out any remaining

information.
C Resubmit Request Close

CLICK Resubmit Request
The Complete Access Request screen will appear with previously entered information
displayed

ADD or REMOVE Access Criteria Bundles as needed
REVIEW the Access Criteria Bundle pane(s) to review the modifications.
CLICK Submit

The Request Status screen appears

The request will follow the provisioning flow.

CLICK A Home
The AHS IAM # Home screen appears

Complete |6
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N
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