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IDSM Administrative Roles 
IDSM has an administrative role hierarchy in the AHS Identity & Access Management (AHS IAM) 
system.  These roles are created in the AHS IAM system.  IDSM Authorized Approvers are a part of 
that hierarchy. 
 
IDSM Admin – is a person in the IDSM Application Team 

The IDSM Admin sets up the IDSM Provisioning Administrator. 
 
IDSM Provisioning Administrator is a person on the eHealth Services Provider Support Team 

The IDSM Provisioning Administrator sets up the end-user’s access in the IDSM system.  
The IDSM Provisioning Administrator sets up IDSM Authorized Approver. 

 
IDSM Authorized Approver is any person identified by the IDSM Provisioning Administrator to act in 
that role.  

An IDSM Authorized Approver is the only person who can submit an IDSM access (new / modify 
/ remove) request in the AHS Identity & Access Management (AHS IAM) system.   
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Request New Access 

  Only IDSM Authorized Approvers can request new IDSM access for an end-user.  
 
 
ENTER the AHS IAM URL into your internet web browser    https://iam.ahs.ca 
LOGIN 

The AHS IAM  Home screen appears 
 
CLICK Request or Modify Access 

The Request Access screen appears with  Existing User 
selected 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
SEARCH for and SELECT the end-user 
  

https://iam.ahs.ca/
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At Available Entitlements SEARCH for “IDSM” OR SCROLL down to IDSM 
 
CLICK Request Access 
 
CLICK Next 

The Complete 
Access Request 
screen appears 

 
 
 
 
 
 
 
 
 

In the IDSM pane 
 
The Request Type is set to New 
 
At Facilities SEARCH for and SELECT the 
Facilities that apply to the end-user 
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At Profession SELECT the end-user’s profession of these choices 

 
 
The Remote Access Required checkbox is selected by default 
 
If remote access is not needed CLICK Submit Request and SKIP to What Happens Next? 
The request is automatically approved because you are an IDSM Authorized Approver 
 
If remote access is needed follow these instructions 
 

In the Remote User Network Access (RUNA) pane 
 
The Request Type is set to New 
 
At RUNA Request Type SELECT either 
Existing Token or New 
 
 
 
 
If you choose New SKIP to the next step At Token Type 
 
If you choose Existing Token the Existing Token 
Serial field will display 
ENTER the existing RSA SecurID Token’s 
serial number 

For help finding the serial number see 
Where is an RSA SecurID token serial 
number? on the next page.  
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Where is an RSA SecurID token serial number?  
 
On a hard token, the serial number is located on the back of the device. 
 
On a soft token, OPEN the app 
The SecurID OTP Credential 1 pane opens 
TAP the ellipses in the top right corner 
TAP Information 
Record the serial number 
 

 
 
 
At Token Type SELECT either Soft 
Token (recommended) or Hard Token 
 
 
READ this note 
 
 
 
 
 
 
 
 
If you choose Soft Token SKIP to the next step At Remote Access Required 
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If you chose Hard Token two additional fields will display 
 

 
 
At Hard Token Business Justification SELECT one of the reasons 
 

 
 
At Hard Token Business Justification (Reason) ENTER the reason 
 
 

Under Access Information  
 
At Remote Access Required  
SEARCH for “IDSM” or SCROLL down 
the list to AH-Imm/ARI (IDSM) 
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If you chose Hard Token delivery fields will display 
 

 
 
ENTER the end-user’s Personal E-mail 
CONFIRM E-mail 
 
 
 
 
 
ENSURE the end-user reads the RSA SecurID Software Token Prerequisites 

https://www.albertahealthservices.ca/assets/info/it/if-it-access-rsasecurid-softwaretoken-
prereq.pdf 

 
  

https://www.albertahealthservices.ca/assets/info/it/if-it-access-rsasecurid-softwaretoken-prereq.pdf
https://www.albertahealthservices.ca/assets/info/it/if-it-access-rsasecurid-softwaretoken-prereq.pdf
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At Additional Information  

 
 
At State the reason the user needs Remote Access ENTER the reasons 
 
ENSURE the end-user reads the Alberta Health Services Strong Authentication Device User Policy 

https://www.albertahealthservices.ca/assets/info/it/if-it-ra-runa-strong-authentication-device-
user-policy.pdf 

 
CHECK the checkbox  
 
CLICK Submit Request 

The request is automatically approved because you are an IDSM Authorized Approver 
 

What happens next?  
 
The Request Status will look something like this. 
 

 
  

https://www.albertahealthservices.ca/assets/info/it/if-it-ra-runa-strong-authentication-device-user-policy.pdf
https://www.albertahealthservices.ca/assets/info/it/if-it-ra-runa-strong-authentication-device-user-policy.pdf
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The IDSM request is paused at the IDSM Provisioning Administrator Approval step.  AHS IAM has set 
up a Work Request for the IDSM Provisioning Administrator behind the scenes and sent them an email 
letting them know an IDSM Work Request requires their attention.  
 
The IDSM Provisioning Administrator will log into AHS IAM, open the Work Request, complete their 
work in the IDSM application, and then mark the AHS IAM Work Request Complete.   
 
If Remote Access was requested, AHS IAM will then automatically resume the Remote User Network 
Access (RUNA) portion of the request.  The end-user will be sent an email with instructions.  
 
If a hard token was requested, it will be sent to the end-user.  If a soft token was requested, the end-
user will be sent a series of emails from AHS IT Access Remote Services with instructions on how to 
set up the token on their smart device / phone.   
 
 
CLICK Home 
MONITOR the progress of the request in the Request Status pane of your homepage 
 

 
 
CLICK on the Request number to open the Request Status to see it progress to completion. 
 
 

Complete   
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Modify existing IDSM Access 
These are the quick steps to modify an end-user’s existing IDSM access.  For screen captures and 
details, see Request New Access. 
 
ENTER the AHS IAM URL into your internet web browser    https://iam.ahs.ca 
LOGIN 

The AHS IAM  Home screen appears 
CLICK Request or Modify Access 

The Request Access screen appears with  Existing User selected 
SEARCH for and SELECT the end-user 
At Available Entitlements SEARCH for “IDSM” OR SCROLL down to IDSM 
CLICK Change Access 
CLICK Next 

The Complete Access Request screen appears 
 

In the IDSM pane 
The Request Type is set to Modify 
MODIFY the end-user’s Facilities as needed  

At Facilities SEARCH for and SELECT the Facilities that apply to the end-user 
MODIFY the Profession as needed 
LEAVE the AHS IAM Alias as is 
CLICK Submit Request 

The request is automatically approved because you are an IDSM Authorized Approver 
 
The Request Status screen appears 

The process is paused at the IDSM Provisioning Admin Approval step.  IAM has created a Work 
Request for them behind the scenes and sent them an email letting them know a Work Request 
requires their attention.  Once they complete their work, the process will complete and the end-
user’s IDSM access will be modified. 

CLICK on the    icon to see what has been modified  
CLICK Home 
MONITOR the progress of the request in the Request Status pane of your homepage 
CLICK on the Request number to open the Request Status to see it progress to completion. 
 

Complete   
 
  

https://iam.ahs.ca/
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Remove existing IDSM Access 
These are the quick steps to remove an end-user’s existing IDSM access.  For screen captures and 
details, see Request New Access. 
 
ENTER the AHS IAM URL into your internet web browser    https://iam.ahs.ca 
LOGIN 

The AHS IAM  Home screen appears 
CLICK Request or Modify Access 

The Request Access screen appears with  Existing User selected 
SEARCH for and SELECT the end-user 
At Available Entitlements SEARCH for “IDSM” OR SCROLL down to IDSM 
CLICK Change Access 
CLICK Next 

The Complete Access Request screen appears 
 

In the IDSM pane 
At Request Type SELECT Remove 
CLICK Submit Request 

The request is automatically approved because you are an IDSM Authorized Approver 
 
The Request Status screen appears 

The process is paused at the IDSM Provisioning Admin Approval step.  IAM has created a Work 
Request for them behind the scenes and sent them an email letting them know a Work Request 
requires their attention.  Once they complete their work, the process will complete and the end-
user’s IDSM access will be removed. 

CLICK Home 
MONITOR the progress of the request in the Request Status pane of your homepage 
CLICK on the Request number to open the Request Status to see it progress to completion. 
 

Complete   
 
  

https://iam.ahs.ca/
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Save an Access Request as a Draft 
At the bottom of the Complete Access Request screen CLICK Save as Draft 
 

 
 

The Complete Access Request screen refreshes with message, “Success  Draft Saved” 
displayed in the top left corner 

 

 
 

To open a draft request 
CLICK  Home screen 

In the  Draft Requests pane the saved draft is listed 
CLICK Resume or Delete 
 

 
 

Complete   
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Resubmit a Denied or Cancelled Request 
This process can only be performed on a request that has been submitted and then denied or 
cancelled. 

ENTER the AHS IAM URL into your internet web browser    https://iam.ahs.ca 
LOGIN 

The AHS IAM  Home screen appears 

 
 
At the Request Status pane, CLICK on the IAM-####### of the access request you want to resubmit 

The Request Status screen appears with the request status Canceled or Denied 

 
OR 

  

https://iam.ahs.ca/
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CLICK Resubmit Request 
A verification message appears 

 
 
CLICK Resubmit Request 

The Complete Access Request screen appears with the end-user’s details displayed 
REVIEW the  Network Account (NAR) form information 

If needed, CHANGE any request details 
If needed, CHANGE the NAR Authorized Approver 
If needed, CHANGE the User to Receive Credentials 

CLICK Submit Request 
The Request Status screen appears with the message, “Success  Request IAM-####### 
Submitted.” displayed in the top left corner. 
 
If you are not an Authorized Approver, the request will be displayed as Waiting for Manager 
Approval 

 

 
 
CLICK  Home 

The AHS IAM  Home screen appears 
In the Request Status pane, you will see the request Waiting for Manager Approval.   

 

Complete   
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