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AHS IAM I/Request Access Process
User Guide

o Effective September 2019, please use the AHS Identity & Access Management (AHS IAM) system
to request access to the new I/Request system. Please do not use the former access request process.
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Prerequisite AHS IAM Security Profile

To use the AHS Identity & Access Management (AHS IAM) system, you must have completed your
AHS IAM Security Profile. If you have not created your Security Profile, please use the AHS IAM

Security Profile User Guide available on the AHS IAM Support Page under o Learning.

AHS IAM Terms & Definitions

These may or may not be the same as your organization’s definitions.

AHS Employee

A person on-boarded and paid through AHS Human Resources e-People.

AHS Non-Employee

A person not on-boarded or paid through AHS Human Resources e-People.

Community End-User

A person who works for a privately owned health delivery facility. Examples:
physician, pharmacist, dentist, chiropractor.

Combination End-User

A person who is more than one of the above types.

I/Request Authorized Approver

A person who provides approval of an I/Request access request in AHS I1AM.

For I/Request internal facilities the approver must have the correct Delegation of
Human Resources Authority (DOHRA).

Have an AHS DOHRA of 1 t0 12
OR
Have a Covenant Health DOHRA of 1 to 6

For I/Request external facilities, the approver must be given the role of I/Request
Authorized Approver for specified external facilities. They are granted that role by a
Seniors Health I/Request Authorized Approver Admin and then only for certain external
facilities.

I/Request Provisioning Administrator

A person who performs final processing steps for all I/Request access requests made
in AHS IAM. This role is in effect short-term: from June 2019 until further notice.
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Understand I/Request Access Processes

AHS Identity & Access Management

|/Request User Guide

Using AHS IAM to request access to the I/Request system is easy enough. But there are a few rules

you should be aware of.

Please remember that AHS IAM may define employee, non-employee and community staff persons
differently than your organization does. Refer to AHS IAM Terms and Definitions and use the
hyperlinks on the terms below as needed.

All I/Request access requests are subject to final processing by the I/Request Provisioning
Administrator until further notice.

Who can submit

At what type of

For what type of end-

Who can approve

Combination Requester

Internal and External

requests in AHS IAM? | I/Request facility — user? requests?
internal or external?

Employee Requester Internal AHS DOHRA /
Covenant Health
DOHRA

Non-Employee External AHS Employee I/Request Authorized

Requester Approver for that facility

Community Requester External AHS Non-Employee I/Request Authorized

Approver for that facility

Community End-User | AHS DOHRA /
Covenant Health
DOHRA
Combination End-User
or
I/Request Authorized

Approver for that facility
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Remote Access for I/Request End-Users

© securlD Tokens

If you or an end-user need to access the I/Request system from outside an AHS facility, a SecurlD
token will be needed to provide a second form of authentication at login. This is called Two-Factor
Authentication. You will be able to request remote access to I/Request when completing the I/Request
access request process in AHS IAM.

& @ 1159 159
- [__-]

RSA
application that runs on your smartphone with an icon similar to this .

The SecurlD token can be a hardware device that looks similar to this or a software

When you are issued either type of SecurlD token you will be required to create a 4 digit personal
identification number (PIN). The token generates a number that changes every 60 seconds. Use your
PIN and the digits displayed at the time of login to authenticate your identity.

If you need to return your hard token, use a bubble envelope and this mailing address:

AHS IT Remote Access

CN Tower, 18th Floor
10004 - 104 Avenue, NW
Edmonton, Alberta T5J 0K1
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Log into AHS IAM Remotely

Accessing AHS IAM from outside an AHS facility will require remote access permission and a SecurlD
token. Your I/Request Authorized Approver can request these for you in AHS IAM using the Remote
User Network Access (RUNA) process.

ENTER the AHS IAM URL into your internet web browser © https://iam.albertahealthservices.ca
The AHS Citrix Gateway login screen appears

l.l Alberta Health
B Services

You are logging into the Alberta Netcare computer network. Access is restricted to authorized users only.
ree of this network is monitored.

‘@nmmmmw

User name: | b

Passcode (PIN+Tokencode):

Logon

NOTE: Your passcode is your PIN + the number displayed on your RSA FOB (the Tokencode). If you re¢

ENTER your Username

Ve Tool Tip — this is your AHS Network Userld or your AHS IAM Username
ENTER your Passcode

If using a hard SecurlD token, enter your 4-digit PIN followed by the 6 numbers displayed on the
SecurlD token into the Passcode field

If using a soft SecurlD token, enter the 8 numbers displayed in the app window
’ If needed, see Tool Tips for Soft Tokens on the following pages
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CLICK Logon
The AHS IAM Login screen appears

I!l ggﬁr&yeanh Identity & Access Management (IAM)

Login

Please log into the AHS IAM system using your AHS network User ID / AHS
IAM Usemame and Password.

Username 2 jbzuser *
Password ‘ﬂ ssesssss| ‘*
o R

4 Quick Links
Forget Password or Locked Qut?
AHS IAM is to be used by AHS and AHS Affiliate physicians, clinicians and staff, as well AHS IAM Insite page
as community Custodians and Authorized Approvers. For infarmation on what's new, AHS |1AM Support Page
Authorized Approvers, support contacts, and more, visit our AHS [AM Support Page ANP Learning Centre

Authorized Approvers List

Clinical Research / Trials Personnel
Password Reset / Account Unlock
Set up your Security Profile

@ AHS IAM Insite page

ENTER your Username and Password
cLICK *3 Log in
The AHS IAM ' Home screen appears
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# Tool Tips for soft SecurlD tokens

A soft SecurlD token is an application that runs on your Smartphone.

These are tool tips for common functions. Additional help is available within the application or by
contacting your local AHS IT Service Desk.

Generate a passcode

TAP the RSA app icon &=
The Enter PIN screen appears

Enter PIN #

TAP ? for help text (not shown)

ENTER your 4-digit PIN

TAP the blue arrow button
The Tokencode screen appears with an 8 digit passcode displayed. This number changes
every 60 seconds.

To advance to the next passcode
TAP >
A different 8-digit passcode will display

To copy and paste the passcode to an application on your device

TAP
PASTE the code into the target application’s Passcode field
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See a list of soft tokens and settings
At the Tokencode screen

il TELUS & 1:18 AM

Done My Tokens

Token 1
Active

T

6238 |

Rename Token

Token Info

ASSECURID®

Cancel

TAP “—
The My Tokens screen appears

TAP ? for help text (not shown)

TAP &%

A menu displays.

EXECUTE an action or CANCEL
TAP Edit to delete a token
TAP + to Scan QR Code or Enter LIink

TAP Done to return to the Enter PIN screen

User Guide screen data are fictitious Page 8 of 54
Version July 2019



..- Alberta Health AHS ldentity & Access Management
B Services |/Request User Guide

Discover soft token Information

Done Information ﬂ

APP

Version 246

Binding ID 48d0 7f59 2996 @
e2c0 b6a8 92ee -

ACTIVE SOFTWARE TOKEN

Name

Serial Number

Expiration Date

ASSECURID®

At the Tokencode screen, TAP @
The Information screen for that token appears with application and token information
displayed, including: Version, Serial Number, Expiration Date, etc.

TAP ? for help text (not shown)

TAP Done to return to the Enter PIN screen
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Request I/Request

E Further information about this process is available at: Understanding I/Request Access
Processes.

& &
b R’

ENTER the AHS IAM URL into your internet web browser o https://iam.albertahealthservices.ca
The AHS IAM Login screen appears

l!l Alberta Health  Jdentity & Access Management (IAM)

A Temporary Delays - File Services Requests

Login

Please 100 into 1he AHS 1AM $ystem using your AHS network Lser |0/ AHS 1AM Usemame and
Password
© Weicome to the updated AHS LAM system!

Pledse st our niw AHS [AM Support Page for dotais,

\eaming materials and support contacts
Usemame 1 iremployeedd *

Password [ BCLLLEET T o % Quick Links

AME 1AM i5 fo be vzed by AHE an g and s1off, &3 well &5 commundy Costodhans end
AUEAANTT ADOIOVETS. For infarmation an WhAPS now, ALSRONTed ANGIOvVNS, SUnoa CONCIS. and mane, Vst cur AN
MM Suppart Page

© AH3Z 1AM Insite page

ENTER your Username and Password
cLIcK *3 Log in
The AHS IAM ' Home screen appears
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l!. Alberta Health  |dentity & Access Management (IAM) Sl

Services

MrHome  Self Service | Access Reques! = | Access Cedifications  Reports

Access Requests Request Status

3 | Mo Pending or Completed Requests
G Request or Modify Access *

= Approvals 0

Entillement Lst

& Work Requests 0

‘ Network Account (NAR)

Change Access
| Request the creation. amendment, reactivation. raname, tarmination of an AHS non-employes accoln! or raquest an emergency temination of an

| AMS employee

# Change Password

£ Update Security Questions

2 View Profile

CLICK Request or Modify Access
The Request Access screen appears with « Existing User selected
You can create a request for Myself, Existing User (default) or a New User. Directions follow.

I.l Alberta yea'"‘ Identity & Access Management (IAM) SRR 2 R B

W Service

MHome  Seff Service = | ACcess Requesty  Access Cerifications | Reparts

Request Access

LhMysall o Exising Liser = New Liser

User Search

Find a User

Find a usar by searehing for their last name, full name, account name, o emall address

o i Seanch
Cancel
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Request I/Request for Myself

If the request is for yourself

cLick B myself

The Request Access screen refreshes. Your information appears in the Selected User For
Request pane

l!l gmfiﬁ;'ea“" Identity & Access Management (1AM)

fHome  Self Service»  Access Request~  Access Cerfifications = Reporis

Request Access

2 Selected User For Request <

User Name:  iremployee03

IGUID: PWSTXP

Account Type: Employee

Email: Ir. Employee7@galabahs.net
Name: Ir Employee

Phone: None

Status: ACTIVE

Select a Different User

Awvailable Entitlements

I/Request Request Access «

Request, modify, or remove access to I/Request

Cancel

Under Available Entitlements, at I/Request, CLICK Request Access
The screen refreshes and the Selected Entitlements pane appears at the bottom of the screen
with I/Request displayed
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£= Selected Entitlements

I/Request Remove from Request *

Request, modify, or remove access to I/Request

Cancel *

CLICK Next
The Complete Access Request screen appears

SKIP to Complete Access Request Screen instructions
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Request I/Request Access for an Existing User

If the request is for an existing end-user

CLICK ¢ Existing User
The User Search screen pane appears

.!. Alberta Health  |dentity & Access Management (IAM) ArEmporee

Services

fMHome Self Service v | Access Request~ | Access Certifications ~ Reporis

Request Access

Q User Search
T Mysel Existing User New User

User Search

Find a User

Find a user by searching for their last name, full name, account name, or email address.

Q  Chestnut «

Advanced Search

User Search Results

Select LastName ] FirstName ¢ Login Job Title Healthy Account User Status DOB Match
Selact Chestnut @ Caffe caffechestnut Assistant Horsemanship Trainer - Flat Yes ACTIVE N/A
Select Chestnut @ Katelyn katelynchestnut Registered Nurse No DISABLED NiA
Select Chestnut @ Mandy mandychestnut Assistant Horsemanship Trainer - Flat and Jump Yes ACTIVE NIA

Chestnut @ Zena zenachestnut Lead Horsemanship Trainer Yes ACTIVE N/A

SEARCH for the existing end-user using the simple or Advanced Search functions
User Search Results appear

SELECT the end-user
The Request Access screen refreshes with the end-user’s details displayed in the Selected
User For Request pane
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l!l ‘S‘Lhr%fiasﬂea““ Identity & Access Management (I1AM)

ftHome = SelfService~  Access Requesi~ | Access Cerlifications | Reports

Request Access

A Selected User For Request < ‘

User Name:  zenachestnut
IGUID: XXWCDT
Account Type: Non-Employee
Email:

Name: Zena W Chestnut
Phone: 587-555-887T®
Status: ACTIVE

Select a Different User

Awvailable Entitlements

i= Selected Entitiements

I/Request Remove from Request

Request, modify, or remove access o VRequest

Cancel

Under Available Entitlements, at I/Request, CLICK Request Access
The screen refreshes and the Selected Entitlements pane appears at the bottom of the screen
with I/Request displayed

CLICK Next
The Complete Access Request screen appears

SKIP to Complete Access Request Screen instructions
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Request I/Request for a New User
If the request is for a new end-user

/ Tool Tip: Always search for the end-user to check if they have a pre-existing
record in AHS IAM.

CLICK ¥ New User

The User Search screen refreshes to include data entry fields for the new end-user

l!l ggﬁ'i}:ae:'ea"“ Identity & Access Management (IAM)

M Home Self Service~  Access Request~ = Access Cerlifications Reports

Request Access

Q, User Search
IMyself  « Existing User

© Enter new user information:

# Legal First Name Penny
# Last Name Chestnut
Preferred First Name
# DOB Day 5 v
# DOB Month May v

Create New User

Cancel

ENTER the new end-user’s information
CLICK Create New User

The Request Access screen appears with the new end-user’s name displayed at the top and
Available Entitlements listed below.
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aln Alberta Health  Identity & Access Management (1AM)

M Services

MHome Seif Service  Access Request= | Access Certfications  Repors

Request Access

A Selected User For Request

Name: Penny Chestnut (Mew Liser)
Select a Different User

Available Entitlements.

= alactad Enfitlements

l/IRequest Remove from Request ‘

| Request, moddy, o remove access (o Request

|| MNext l Cancel

Under Available Entitlements, at I/Request, CLICK Request Access
The screen refreshes and the Selected Entitlements pane appears at the bottom of the screen
with I/Request displayed

CLICK Next
The Complete Access Request screen appears

Since this is both a New User and an I/Request access request, AHS IAM will automatically
present the new user’s Network Access Request (NAR) portion first and the I/Request access
request portion next. If the new end-user also requires remote access to I/Request, you can
indicate that in the I/Request portion of the Complete Access Request screen.

CONTINUE to Complete Access Request Screen instructions
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Complete Access Request Screen

If the # Network Access Request (NAR) pane is displayed, COMPLETE this pane, the end-user
required AHS Network Access.
See the /# Tool Tips for the Network Access (NAR) pane

COMPLETE the # I/Request pane.
See the /# Tool Tips for the I/Request pane

If the Remote User Network Access (RUNA) pane is displayed, COMPLETE this pane, the end-user
requires remote access to I/Request with a SecurlD token.
See the /# Tool Tips for the Remote User Network Access (RUNA) pane

4

&
A 4

# Tool Tips for the Network Access Request (NAR) pane

COMPLETE all mandatory * fields and as many optional fields as possible.
READ the on-screen information and field tips.

At User Information
ENTER a Middle Initial OR CHECK No Middle Name

At User Type and Category

CHOOQOSE the new end-user’'s AHS Zone from the drop down list
CHOOQOSE the new end-user’s Sub-category

User Type and Category

Select...

AHS Employee

AHS LTC Affiliates

User Type Academic Institutions

Alberta Public Laboratories
The Bethany Group

# AHS Zone CAMIS (RD) MIC (EDM)

Calgary Lab Services

# User Sub-category

Carewest

Community Clinics

User Category Contractors
Controlled Foundations
Sunset Date Covenant Health (Custodian)

Student (Covenant Health)
Dynalife Lab
Educator
External Clinics

. Lamont Health Care Centre

Email Lloydminster Hospital

Medical Doctor Students —
Midwives
Northern Lights Health Foundations

Create Email Account Primary Care Network

Physicians
External Email Address Royal Alexander Health Foundations
Research [Government Partnership]
Researcher
Residents and Fellows v
Stallans Kids Cayndatinn
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I'l Alberta Health
Bl Services

ACCEPT or CHANGE Sunset Date
When you choose a User Sub-category, a Sunset Date of one year will automatically appear
If needed, CHECK Modify Sunset Date to modify the Sunset Date to less than one year

At Emall

If the new end-user requires an AHS email account, CHECK Create Email Account
If the new end-user [also] wants to use an external email address, ENTER it in External Email Address

At Company / Location
CHOOSE the new end-user's Company from the drop down list

Create Email Account

External Email Address

Company / Location

Job Title

# Company

Aspen Health Region
Calgary
Calgary Health Trust

Alberta Public Laboratories -
Alberta Public Laboratories -
Alberta Public Laboratories -
Alberta Public Laboratories -
Alberta Public Laboratories -
Alberta Public Laboratories -
Alberta Public Laboratories -
Alberta Public Laboratories -
Alberta Public Laboratories -
Alberta Public Laboratories -
Alberta Public Laboratories -

Calgary Health Region

Capital Health Region (Edmonton)
Chinook Health Region

David Thompson Health Region
East Central Health Region
HBAS (Health Board)

Northern Lights Health Region
Palliser Health Region

Peace Country Health Region
ProvLabs

RSHIP

Calgary Lab Services
Capital Health Region (Edmonton

Capital Health Region (Edmonton) OU
Capital Health Region (Edmonton) — Exclude
Chinook Health Region

Chinook-NM
Covenant Health -
Covenant Health -
Covenant Health -
Covenant Health -
Covenant Health -
Covenant Health - East Central Health Region
Covenant Health - Palliser Health Region
David Thompson Health Region

David Thompson Health Region — Exclude
East Central Health Region

# Department

Aspen Health Region

Calgary Health Region

Capital Health Region (Edmonton)
Chinook Health Region

David Thompson Health Region

# Location

Room Number

Address

At Additional Information

CHECK | verify that the Information & Privacy and IT Security & Compliance education and training
have been completed.

At Select Approving Manager

E Further information about approvers is available at: Understanding I/Request Access
Processes.
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Select Approving Manager

Please Select an approver for this request.

Find a User

Find a user by searching for their last name, full name, account name, or email address

Q  csmanager *

Advanced Search
User Search Results

Select Last Name First Name Login Email Job Title User Status

Manager @ (o] csmanager CS Manager@gqalabahs.net Staff Nurse ACTIVE

ENTER the name of the Approving Manager
CLICK Search
User Search Results will appear
CLICK Select beside the correct Approving Manager

When you submit the request, the Approving Manager you identify will be notified in two ways.
They will receive an automated message from “Identity Management Services” notifying them a
request requires their approval. When they log into AHS IAM, they will see the pending request
in their Approvals queue.

They have 10 business days to process the request before it will be returned to you to resubmit
or choose another Approving Manager. You will receive an automated message from “Identity
Management Services” if the request is returned to you.

Once the Approving Manager has approved the request, it will be automatically sent to the
I/Request Provisioning Administrator to perform final processing.

At User to Receive Credentials
The Requester is the default recipient of the new end-user’s access credentials.
If the end-user has an internal AHS email address, their access credentials will be emailed
directly to them.

To change the credential recipient, CLICK Change Selected User
SEARCH for and SELECT a different credential recipient
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# Tool Tips for the I/Request pane

COMPLETE all mandatory * fields and as many optional fields as possible.
READ the on-screen information and field tips

At Remote Access Required
If the end-user needs to access I/Request outside an AHS facility, CHECK Remote Access Required.

If checked, the #" Remote User Network Access (RUNA) pane will appear. See /, Tool Tips
for Remote User Network Access (RUNA) pane.

At I/Request Locations

E Further information about facilities is available at: Understanding I/Request Access
Processes.

CHOOSE one or more facilities for the end-user

|/Request Locations

Add Vitequest Locations .

[ CAMADUAN CENTRE FOR MEART ATTACK AND STRONE FREVENTION (GALGARY
[ CANMORE GENERAL HOSPITAL
[ CAPITALCARE - CHOICE MENTAL HEALTH [EDRMONTON
CARDSTON HEALTH CENTRE
[ CAREWEST COLONEL BELCHER (CALGART)
] CAREWEST DA VERNON FANNING CENTRE (CALGARY)

P CAREWEST GARRESON GREEN (CALGARY]

@ CAPITALCARE - CHOICE MENTAL HEALTH (EDMONTON) =T

soastowm | o003 = *

Select Manager for ADpovas

Find a User
Fired a waer by sesarcfing for their lasd name. full rame, scccunt mame. o emad scdnma

Q| camansge Sesrch

User Search Results

Rabect Lannt Marrm [b Frnt Mare It Login Frmst Joks Tithe Uner Stahun

For each I/Request location selected, a Sunset Date for the access must be identified.
You can accept the default of one year or change to a date less than one year.
You must select a default location.

If presented with Select Manager for Approval, SEARCH for and SELECT an Approving Manager
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/ Tool Tips for the Remote User Network Access (RUNA) pane

More information about remote access and SecurlD tokens is available in this guide at: Login to
AHS IAM Remotely.

RUNA Request Type

Existing Select this if the staff member has a token on hand (this is for staff who are
moving between community facilities, AHS staff do not need to submit a new
RUNA if they move locations, their remote access remains in place for the term
of their employment and is available province-wide).

New Select this for a new token to be sent.

Transfer Select this if you have an unassigned and unexpired hardware token on hand
— check the back of the token for an expiration date.

At Access Information
If you are choosing a hard token, COMPLETE the delivery address information.

If you are choosing a soft token for your smart phone, identify the operating system and provide your
personal email address. Instructions for setting up the soft token will be sent to that device.

VERIFY that you have read and agree to the RUNA Soft Token prerequisites.

At Additional Information

VERIFY that the end-user has read and agrees to the Alberta Health Services Strong Authentication
Device User Palicy.

Option — Save Request as Draft

You can, at any time, save an in-progress request as a Draft. You can complete it later without losing
any of the information already entered. You can also change any of the entered information when you
resume the request.

At the bottom of the Complete Access Request screen CLICK Save as Draft
You can Cancel the request by CLICKING on Cancel. This will erase the request completely.

.-':F Save As Draft Previous Cancel

The Complete Access Request screen refreshes with message, “Success Draft Saved”
displayed in the top left corner.
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Open a draft request
CLICK f Home screen

In the a Draft Requests pane the saved draft is listed
CLICK Resume or Delete

" RirEmployee Crlogout @ Suppon Page
M Qlverta Heallh | dentity & Access Management (1AM)

AHome = Sell Service = Access Request - Access Certihcalions  Reports

8 Draft Requests @

Time User Entitlement|s)

Action

 Request or Modify Access

24-Jun-2015 Penny Chestnut Network Account (NAR) '
IRequest /
i Approvals o

Remate Lizer Network Arcesa (RUNA)

L
P AT o

Submit Request

If you have finished the request to your satisfaction you can submit it
CLICK Submit Request

The Request Status Viewer screen appears
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Lk Employes  Crlogout @ Support Pag

'!- g'h""ﬂ Health  |dentity & Access Management (IAM)

ervices

MrHome  Solf Servce~ | Access Requesl= | Arcess Cerlifications | Reports

Success
Request IAM-0307 143 Subemefied.

Request - IAM-0307143 2 Your Recuest

Network Account (NAR) - New - Pending

Brovmon Agcoyn] Sand VEM Email Compigton Notdeabon Cragunbial Dolreery

Status: Not Stastod Status: Not Staned Status: Not Started Status: Nat Started

Requester: b Emplayes

WRequest - New - Pending

Maniaoar Aporoval Bronision Atcoss Hoouest Warkibem Comutebon Notbtabon
Status’ Not Started Status: Nat Started Statue: Not Stamed Status: Not Staned
[Mow] Usar: Panny

Roquester: & Bl

Remate Uiser Network Access (RUNA) - New - Pending

8 Mamager Avoroval (L Access Workilesm RUNA Pronsion RUNA Rinuest Comoleton Notificalion Crudentiad Deboers

24-Jun-20 Status Mot Started Status: Not Started Status Not Started Status: Not Started Status Not Started

(Wew)

Note the, “Success Request IAM-####### Submitted.” message in the top left corner
highlighted in green.

Our example included three portions, NAR, I/Request, RUNA. Each appears as “New —
Pending”.

Once the Approving Manager provides their approval to all portions of the request, the
I/Request Provisioning Administrator will be automatically notified.

Once the I/Request Provisioning Administrator performs the final processing steps, the request
will complete and the end-user’s credentials will be provided to the person identified for
Credential Delivery.

If the end-user has an internal AHS email address they will receive the credentials directly by
email. Credentials cannot be sent to external non-AHS email access for Security and Privacy
reasons.
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CLICK & Home to return to the AHS IAM f Home screen
In the Request Status pane, the pending requests appear

L irEmployos  Celogout @ Suppor Page
l.l Alberta Health 3
B Services Identity & Access Management (IAM)

frHome Sed Servica -  Access Reguest- | Access Cerifications | Repons <

RL‘iIIl!!'il E:llunxlml

LAM-0307 143 24-Jun-2015 D3:59 PM

Status - Accuess . T“m User
—

Panny Chestnut

(& Request or Modify Access

& Approvals 8

% Work Requasts @

You can monitor the progress and status of your request in the Request Status pane of your
AHS IAM Home screen. This is what it will look like when complete.

2 irEmployee  Crlogowt @ Support Page
l‘l Alberia Health i
B Services Identity & Access Management (IAM)

frHome  Self Service » | Access Requesi= | Access Certifications  Reports

Request Status

Request Requested Status - Access - Type

& Request or Modify Access

1AM 0307143 24-Jun-2018 03:58 PM Completed - Metwork Account (NAR) - New ["Feniry Chestren | ¥ Empinyee
Completed - URequest - New

oy
= Approvals o Completed - Remote User Network Access (RUNA] - New

Complete |6
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Approve Request for I/Request

E Further information about who can approve requests is available at: Understanding
I/Request access processes.

&
<«

o
v

ENTER the AHS IAM URL into your internet web browser %) https://iam.albertahealthservices.ca
LOGIN

In the Access Requests pane, notice a new Approvals item is waiting

X ©5 Manager ) Criogouwt @ Suppon Page
N gmg;‘ﬂﬂ"h Identity & Access Management (IAM)

MrHome  Self Sendce = | Access Request= | Access Cerlifications  Reports

Reguest Reguested Status - Access - Type

G Request or Modify Access

M Approvals 4 *

% Work Requests 8

Reguester
-
-

L)

— |

CLICK Approvals
The Awaiting Approval screen will appear
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Approve Network Account Request (NAR)

E In our example, the new end-user requires AHS Network Access (NAR). So that is the first
approval that will display and be required. If this does not apply, skip to the Approve I/Request
steps.

A CSManager D*logouwt @ Support Page

.!l géhﬁfl};sﬂﬁﬂlm Identity & Access Management (IAM)

MHome  Self Service-  Access Request~  Access Cerifications | Reporis .

Awaiting Approval
Request Numbes - G e 3 or more characts 32 Search. | X Cilear Filters
Duaues Assats Requast Types Usirs
Al ~ A ~ Al ~ Al ~

L ar

Request Queus Asset Request Type User Requester Queus Cntry Date

AM-030T 143 Natwark Account Request (NAR) - Manager Approval Cusue [csmanager] Netwark Account (NAR) Hew Penny Chestnut === 24-Jun-2019 ]

Page Size| 50 + | APprals 12 [by oldest 1o most recent) Total of 2

CLICK the Request number
The Pending Approval — IAM-####H#H#Ht screen displays showing the request for review and
approval

User Guide screen data are fictitious Page 27 of 54
Version July 2019



.‘. Alberta Health AHS |dentity & Access Management
Bl Services |/Request User Guide

Ill &::m:!;mhn Identity & Access Management (LAM)

Wrbome  SefSercces | Acoess fsguests | Adess Cemcases | Repom

Pending Approval - |IAM-0307143

Uisar infemanan

e i
LegalFirst Wame Premsy
Lot Rame  Chasrer
Widels wited BB e Mkt e
Postoriet Bl Wama  Fist
S
oomDey &

DOEMerth M

User Type and Category

AZons  Comerton

Company | Locaton

 Company

® Cuparmmant
® Locaon

e st

Acress.

1 ipeus b et addrmes, pleamna o 1 Balow:

Bureas Addrenn

Acdmonal information:
it Hotes
# Completed Traiming? ity | st & axmen an
dupanisi
& NAH Bppanyng Narages: (ELITT
Fowr Commaents B 0
A= Roturn to Quess
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REVIEW the ) Network Account Request (NAR) request information
CHANGE information as needed and permitted
ENTER Comments as needed

/" Comments you enter can only be seen by other approvers during the request. Comments

cannot be seen by the end-user or Requester. If you see this comment icon 8 on work item, it
means an Approver has left a comment.

CLICK Approve
The Awaiting Approval screen appears with the work item no longer displayed
Note the “Success Work Item Processed.” message displayed in the top left corner highlighted

in green.

CLICK & Home
The AHS IAM # Home screen appears

In our example, the request included three portions, NAR, I/Request and RUNA. You approved
the NAR and RUNA portions in the steps above. While the NAR approval was obvious, the
RUNA is coincidental behind the scenes.

You will notice that the number of items in you Approvals queue reduces by one momentarily.
Within seconds, you will see the I/Request portion of the request come through for your
approval. See the steps to approve the I/Request portion on the next page in this User Guide.
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Approve I/Request

CLICK Approvals
The Awaiting Approval screen will appear
The Asset requested is I/Request

Alberla Health i CSManager  Crlogout @ Support Pago
M Alberla Heal Identity & Access Management (IAM)
Services
MHome Seff Service»  Access Request» | Access Cerfifications | Repons «
Awaiing Approval
of your Approvats
Roquest Mumber | Q| Eniar 3 or moss eharsclers. ¢ Search % Clear Filters
Queues Assets Request Types Users
Al w Al w~ An b Al w
Y
Request Quaue Assat Request Type User Requaster Queue Entry Data
AM-030T143 LRequest - Manager Approval Queus UReguest Hew == == 24-Jun-2019
Page Size v | fap by oidest w

CLICK the Request number

The Pending Approval — IAM-####### screen displays showing the request for review and
approval
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l!l glher.la Health  |dentity & Access Management (IAM)

ervices

WrHome | Soff Servicaw  Accoss Requeste | Aceess Comifications  Repora

Approval - IAM-0307143

Pending

#= Raturn to Queue

Status Mot Staned Status. Not Surted Status Not Staned

I/Request Locations

B CAPITALGARE - CHOICE MENTAL HEALTH (EDMONTON)

Sunset Date 2020-06-23 ]

L Selocted Manager: XTI Change Sesseted User

# Defoult Location CAPITALCARE - CHOICE MENTAL HEALTH [EDMONTON) w

Rasuast Notes

Your Comments W Q

| + Approve | % Deny [ # Roturn to Quaus

REVIEW the 4 I/Request request information
CHANGE information as needed and permitted
ENTER Comments as needed
f' Comments you enter can only be seen by other approvers during the request. Comments

cannot be seen by the user or Requester. If you see this comment icon 8 on work item, it
means an Approver has left a comment.

CLICK Approve

The Awaiting Approval screen appears with the work item no longer displayed.

Note the “Success Work Item Processed.” message displayed in the top left corner highlighted
in green.

E] Our example included three portions, NAR, I/Request and RUNA.

When you approved the NAR portion, the RUNA portion was automatically approved.
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When you approved the I/Request portion, a notification was sent to the |/Request Provisioning
Administrator to perform their final processing tasks. When complete, an automated notification
will be sent to AHS IT Access Remote Services to provide the SecurlD token requested.

All three portions of the access request will then be complete.
CLICK & Home

The AHS IAM # Home screen appears
In the Access Requests pane, you will see one less Approval item requiring action

Complete |6
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I/Request Provisioning Administrator — Process an
I/Request Work Request

E These steps can only be performed by an |/Request Provisioning Administrator. Before
following these steps in AHS IAM, please complete the I/Request access account provisioning

processes. Further information about the I/Request Provisioning Administrator is available at:
Understanding I/Request access processes.

&
*

&
) 4

ENTER the AHS IAM URL into your internet web browser %) https://iam.albertahealthservices.ca
LOGIN

In the Access Requests pane, notice a new Work Requests item is waiting

l‘ Alberta Health
||

i LirAdmin @ Crlogoul @ Support Page
Sorviess Identity & Access Management (IAM)

MtHome  Sell Service »  Access Reguest - | Access Certifications  Reparts

Access Requests

Request Requested

Seatus - Access - Type
G Request or Modify Access

X Approvals 0

¥ Work Requests 3

CLICK Work Requests
The Work Requests screen appears

" Airadmin @ Crlogom @ Sy
MWW Alberta Health  [dentity & Access Management (IAM)
Services
ArHome  Sei Senace - | Access Request-  Access Cenifications  Reports k
Work Requests
Sea of you Reques!
Request Number O X Search X Clear Filiers
Queuss Assets Request Types Usars
Al b Al b4 Al v Al v
T
Request Queus Asset Request Type User Requester Queus Entry Date
A e,
1AM-0307 143 \Request Provisioning Admin Queus IIRequest New | i Empioves | 24-Jun-2019 ﬂ
Page Size 50 v Work Requests 1 - 3 (by oldest 1o most recent) Total of 3 ‘
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SELECT the Request number for action
The Pending Manual Action — IAM-#HHHHHHE screen appears

Liradmin Celogout @ Suppor Pags

o gm};y““" Identity & Access Management (IAM)

MHome  Sell Service »  Access Heguest s Access Cerificalions  Reports

Pending Manual Action - IAM-0307143

| I/Request - New - Completed

4= Return to Queue

URzequest Woritem
24-Jun-2019 04:26.04 PM
Status: Waiting

& Work Ibem Dedats

@CsvData penmychestnutDs, penmychestnutds, 780-463- ~
1000 SINGLE CAPITALCARE - CHOICE MENTAL HEALTH w
(EDOMONTON) CAPTTALCARE - CHOICE MENTAL HEALTH

I/Request Locations

B CAPITALCARE - CHOICE MENTAL HEALTH (EDMONTON)
Sunset Date 2020-06-23 L]

A Selected Manager: Change Selacted Liser

# Default Location CAPITALCARE - CHOICE MENTAL HEALTH (EDMONTOMN)

Request Notes

Your Comments ¥ &

4= Return to Queue

' + Complete

REVIEW the 4 I/Request request information

CHANGE information as needed and permitted

ENTER Comments as needed
Ve Comments you enter can only be seen by other approvers during the request. Comments
cannot be seen by the end-user or Requester. If you see this comment icon 8 5n work item, it
means an Approver has left a comment.

CLICK Complete
The Work Requests screen appears with the work item no longer displayed.

Note the “Success Work Iltem Processed.” message displayed in the top left corner highlighted
in green.
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CLICK & Home
The AHS IAM f Home screen appears
There will be one less item in your Work Requests queue

Complete |6
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Pick up I/Request Access Credentials

If you have been identified as the person to pick up someone’s I/Request access credentials
follow these steps.

ENTER the AHS IAM URL into your internet web browser +J https://iam.albertahealthservices.ca
LOGIN

In the Access Requests pane, notice a new Work Request is waiting

l!l Alberta Health Identi

Services

M Home  Self Service~  Access Request

Access Requests

& Request or Modify Access

¢ Approvals 0

2 Work Requests 2

CLICK Work Requests
The Work Requests screen appears
SELECT the Request number
The Pending Manual Action screen appears
The Request Status Viewer screen shows all steps in the workflow as complete and the last
step, Credential Delivery as Waiting
SEE I/Request pane, Credentials to be Delivered
PROVIDE the I/Request User ID and Password to the end-user
CLICK ¥ Complete
The Work Requests screen appears
The request is no longer displayed
CLICK & Home
The AHS IAM A Home screen appears
In the Access Requests pane, you will see one less Work Request item requiring action

Complete |6
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Resubmit a Denied or Cancelled Request

E This process can only be performed on an I/Request request that has been submitted by
you and then denied or cancelled.

Further information about this process is available at: Understanding I/Request Access
Processes.

&
A 4

&
*

ENTER the AHS IAM URL into your internet web browser %) https://iam.albertahealthservices.ca
The AHS IAM Login screen appears

I!l Qierta Health  Identity & Access Management (1AM)

File Services Requests

Login

ng A backiog In approvals

oul AHS |AM Suppert

Page for more Information

Pheast log inlo the AHS LM system using your AHS network User 1D / AHS 1AM Username and
Password

© Welcome 1o the updated AHS 1AM system!

Please see our new AHS IAM Support Page for detads
Ieaming malerials and SUPPOr contacts
Username A wemployesno i

Password B sessasanes o

# Quick Links

AFS IAM i3 To be used by A
Aulhtriden Aogrmves. For e

iafe physicians, chveians and 3iaf 83 wel a3 commundy Cusiocians and
1 WS S, AENONTOG AGDAOVING. SURDON CORRICES. dnd MOns, vist oo AHS
AM Support Page

0 AHS 1AM Insite page

ENTER your Username and Password
CLICK *3 Log in

The AHS IAM A Home screen appears
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.L 2 rEmployse  Crlogout @ Support Page
Alberta Health  |dentity & Access Management (IAM)
M Services
MHomo  Selff Serice» | Accoss Requeste | Access Costfications | Reports L
Access Requesta Request Status
Request Requested Status - Access - Type User Requester
G Request or Modify Access
e — -
= Approvals o
2 Work Requests @ AM-DI06E5Y Of-Jun-2019 D5:30 PH L= led - Network Account (NAR) - New Strawbery Chestrut
L VRequest - New
dlodt < Remote User Network Access (RUNA) - New
——— -
- =
7 Change Passward
& Update Security Questions
-—
X view Profils
I ol

At the Request Status pane, CLICK on the IAM-####### of the access request you want to resubmit
The Request Status Viewer screen appears with the request status Canceled or Denied

'!' Alberta Health  |dentity & Access Management (IAM) i i Sacaiey

ervices

#rHome Sl Service - Access Request~  Access Cerbficaons | Reports

Request - IAM-0306859 2 Your Reaussts

MNetwork Account (NAR) - New - Canceled

Requester: [

WRequest - New - Canceled

Requestar: i Empbaye

Remate User Network Access (RUNA) - New - Canceled

6
(New) Use
Requester: il

CLICK Resubmit Request
A verification message appears
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Resubmit Request?

A new request will be auto-populated with the data from this request and you will be taken to the request screen fo fill out any remaining

information.
' C Resubmit Request ' Close

CLICK Resubmit Request

The Complete Access Request screen appears with the end-user’s details displayed

User Guide screen data are fictitious
Version July 2019

Page 39 of 54



.‘. Alberta Health AHS |dentity & Access Management

B Services

oeritorat

ot e

i

User Guide screen data are fictitious
Version July 2019

|/Request User Guide

Page 40 of 54



.'. Alberta Health AHS |dentity & Access Management
Bl Services |/Request User Guide

REVIEW the . Network Account (NAR) portion if presented, as in this example
If needed, CHANGE any request details

REVIEW the I/Request form information
If needed, CHANGE any request details

Review the # Remote User Network Access (RUNA) portion if presented, as in this example
If needed, CHANGE any request details

CLICK Submit Request

The Request Status Viewer screen appears with the message, “Success Request IAM-
#HHHE Submitted.” displayed in the top left corner.

l!l Alberta Health  |dentity & Access Management (1AM)

Services

Success
Riequest (AM-0306851 Submittod
Req uest - IAM-0306861 B Cancol Ruquost [ RTINS

Netwark Account (NAR) - New - Pending

Provisign Account Send VSM Email Complation Notification Credantial Defvery
DE-Jun-2019 2 Status: Not Started Swatus: Not Staned Status: Not Started Stows; Not Started

Status: W

URequest - New - Pending

Mareger Avgegval |Regues! Weskiern Erovisen Access Complebon Nobix alien

Status’ Not Stanted Status: Not Started Status: Mot Stated Status: Not Started

ccess (RLUNA) - New - Pending

Manager Appeeral L Access Workitom BLMNA Provisson BLINA Request Meitificat Credontial Defoory

Status’ Mot Started Status: Not Started Status: Nat Started Status’ Not Started Status’ Not Staned

If you are not a person who has the correct Delegation of Human Resources Authority or are an
I/Request Authorized Approver, the resubmit request will need approval by the Approving
Manager you identified and final steps performed by the |/Request Provisioning Administrator.
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L] gglrﬁflm"“h Identity & Access Management (1AM) %t Epiopes. | Glogon S Pa
WrHome  Seff Service = Access flequest= | Access Cerificatons | Repons

Request - |IAM-0306861 & Your Recusst

HNetwork Account (NAR) - New - Completed

Raquaston i« Lepoyes

URequest - New - Completed

Remole User Network Access (RUNA) - New - Completied

Once all the approvals have been given and work items processed, the Request Status Viewer
screen will show all processes Completed.

CLICK # Home

The AHS IAM f Home screen appears
In the Request Status pane, you will see the request Completed

Complete |6
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Modify I/Request Access

E Further information about this process is available at: Understanding I/Request access
Processes.

&
A 4

o
*

ENTER the AHS IAM URL into your internet web browser o https://iam.albertahealthservices.ca
The AHS IAM Login screen appears

-!- Alberta Health  |dentity & Access Management (1AM) e

Services

Services Requests
3 backloq in approvals
brw our AHS 1AM Support

Login

Piease log mio the AHS IAM syslem using your AHS network User ID / AHS LAM Username and
Fassword
© Weicome 1o the updated AHS 1AM system!
Please 3¢ our new AHS 1AM Support Page for delails,
leaming Matenals and suppor Contacts
Usermame A jbriequest

# Quick Links

16 G S5 0% Wil 48 commundy CUsHBIng ang
00N G WHAS M, AUTONZed ADQFOVENS, L0 CONECTS, &nd morne, Vsl our AHS

£ AHS 1AM Inshie page

ENTER your Username and Password
CLICK *3J Log in
The AHS IAM f Home screen appears
CLICK Request or Modify Access
The Request Access screen appears with 4 Existing User selected
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l!l ggﬁ'igs"ﬂa“" Identity & Access Management (IAM) =
M Home  SelfService ~  Access Reguesi~  Access Cerlifications  Reporis

Request Access

Q, User Search

tIMyself  « Existing User 4 New User

User Search

Find a User

Find a user by searching for their last name, full name, account name, or email address.
Q| ircommunity02
Advanced Search
User Search Results

Select Last Name 1= First Name 1= Login Job Title Healthy Account User Status DOB Match

Community € Ir ircommunity02 Test No ACTIVE N/A

SEARCH for and SELECT the end-user
The Request Access screen appears with the end-user’s details displayed

At Available Entitlements, under I/Request CLICK Change Access
The screen refreshes
The Selected Entitlements pane appears at the bottom of the screen with I/Request displayed
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l!l gghr"!,fi};s“ea“" Identity & Access Management (I1AM)

A Home | SelfService~ | Access Request~  Access Certifications = Reports

Request Access

A Selected User For Request

Name: Ir Community
User Name:  ircommunity02
IGUID: BPIMCW
Account Type: Community
Email:

Phone: 558-555-55558
Status: ACTIVE

Select a Different User

Available Entitlements

iZ Selected Entitliements

I/Request Remove from Request

Request, modify, or remove access to I/Request

CLICK Next
The Complete Access Request screen appears with the end-user’s details displayed
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1 UBZ Request logout € Suppon Pa

.!l ‘S‘Lﬁflggea“ﬂ Identity & Access Management (IAM)

M Home  Self Senice = ACcess Request-=  Access Cemfications | Repars

Complete Access Request

# Requas! - | I Commisity

Request Type Modify

Remaote Access Required O

This user aireany Nas Remole ACCESS Wil the VRequess e *

IRequest Role: All Location Access? O

I/Request Locations

Add VRequest Locations

[ 114 GRAVELLE (EDMONTON)
] ACME ULTRASOUND - SLAVE LAKE
] ADDICTION RECOVERY CENTER {ARC) (EDMONTON)
[] ADVANCED CARDIOLOGY CONSULTANTS AND DIAGNOSTICS (CALGARY)
] AGECARE SKYPOINT (CALGARY)
[] AGECARE SUNRISE GARDENS (BROCKS)
v

B ALLEN GRAY CONTINUING CARE CENTRE (EDMONTON)

Sunset Date 2020-06-05 B *

Manager  Localion Authorized Approver

@ LIFESTYLE OPTIONS - RIVERBEND (EDMONTON)

Sunset Date 2020-06-05 = *

Manager  Location Authonzed Approver

# Default Location LIFESTYLE OPTIONS - RIWVERBEND (EDMONTON) v

Request Notes

‘ Submit Request ' Save As Draft Previous Cancel

MODIFY the 4 I/Request pane as needed
READ the on-screen information and field tips

SEE the Ve Tool Tips on the following page
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/ Tool Tips for Complete Access Request screen

At |/Request Locations
ADD locations if needed
REMOVE current locations if needed
MODIFY the access Sunset Date for a location if needed
MODIFY the Default Location if needed
If needed, IDENTIFY an Approving Manager
CLICK Submit Request
The Request Status Viewer screen appears

2 .87 Request  Crlogout @ Support Page

N glamiyeﬂﬂh Identity & Access Management (IAM)

MrHome  Sell Service | ACCESS ReQuest~  Access Certifications  Repors

Success
Request IAM-030685T Subenilbed

Request - IAM-0306857 2 Your Requests

IIRequest - Modify - Pending

Provigion Access Compiafion Mosic ation
Status. Not Started Status. Not Started

Final processing steps must be performed by the |/Request Provisioning Administrator. A
notification has been sent informing them a Work Request is in their queue. Once complete, the
request’s status will be updated in the Request Status pane on your AHS IAM Home screen.

2 )87 IRequest  Cslogout @ Suppont Page

l!l g'e“rifl}:ae;mﬂ" Identity & Access Management (IAM)

fHome  Self Service -  Acress Request-  Access Cemificalions  Reports

Access Requests

G Request or Modity Access

Request Requested Status - Access - Type User Requester

D6-Jun-2019 0511 PM Completed - URequest - Madify s Commurdty [ 132 Btequest |

CLICK Request number
The Request Status Viewer screen appears
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-!. Alberta Health  |dentity & Access Management (IAM) A, [ SRt
fHome  Seif Service = | Access Request= | Access Cenifications  Reports
Request - IAM-0306857 2 You Requests

IMaquest - Modily - Complated

The modify request is complete.

CLICK # Home
The AHS IAM # Home screen appears

Complete |6
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Remove |/Request Access

E Further information about this process is available at: Understanding I/Request Access
Processes.

&
A 4

o
*

ENTER the AHS IAM URL into your internet web browser o https://iam.albertahealthservices.ca
The AHS IAM Login screen appears

-!- Alberta Health  |dentity & Access Management (1AM) e

Services

Services Requests
3 backloq in approvals
brw our AHS 1AM Support

Login

Piease log mio the AHS IAM syslem using your AHS network User ID / AHS LAM Username and
Fassword
© Weicome 1o the updated AHS 1AM system!
Please 3¢ our new AHS 1AM Support Page for delails,
leaming Matenals and suppor Contacts
Usermame A jbriequest

# Quick Links

16 G S5 0% Wil 48 commundy CUsHBIng ang
00N G WHAS M, AUTONZed ADQFOVENS, L0 CONECTS, &nd morne, Vsl our AHS

£ AHS 1AM Inshie page

ENTER your Username and Password
CLICK *3J Log in
The AHS IAM f Home screen appears
CLICK Request or Modify Access
The Request Access screen appears with 4 Existing User selected
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M Home  SelfService ~  Access Reguesi~  Access Cerlifications  Reporis

Request Access

Q, User Search

tIMyself  « Existing User 4 New User

User Search

Find a User

Find a user by searching for their last name, full name, account name, or email address.
Q| ircommunity02
Advanced Search
User Search Results

Select Last Name 1= First Name 1= Login Job Title Healthy Account User Status DOB Match

Community € Ir ircommunity02 Test No ACTIVE N/A

SEARCH for and SELECT the end-user
The Request Access screen appears with the end-user’s details displayed

At Available Entitlements, under I/Request CLICK Change Access
The screen refreshes
The Selected Entitlements pane appears at the bottom of the screen with I/Request displayed
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l!l gghr"!,fi};s“ea“" Identity & Access Management (I1AM)

A Home | SelfService~ | Access Request~  Access Certifications = Reports

Request Access

A Selected User For Request

Name: Ir Community
User Name:  ircommunity02
IGUID: BPIMCW
Account Type: Community
Email:

Phone: 558-555-55558
Status: ACTIVE

Select a Different User

Available Entitlements

iZ Selected Entitliements

I/Request Remove from Request

Request, modify, or remove access to I/Request

CLICK Next
The Complete Access Request screen appears with the end-user’s details displayed
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cgoul @ Support Pag

o g‘eﬁmgea'm Identity & Access Management (IAM)

MrHome  Seif Service~ | Access Reguest=  Access Ceriificalions | Reports

Complete Access Request

# IIRequest

Request Type Remove w

I/Request Remove Request

This user aiready has Remaole Access wilh Ine VRequest roe

IRequest Role: All Location AccessT

I/Request Locations

B ALLEN GRAY CONTINUING CARE CENTRE (EDMONTON)

Sunset Date 20200605

Manager Location Authorized Approver

Default Location ALLEN GRAY CONTINUING CARE CENTRE (EDMONTON)

Regquest Motes

' Submit Request | Save As Draft Previous Cancel

At Request Type SELECT Remove from the drop down list
The screen refreshes

If needed, IDENTIFY an Approving Manager

CLICK Submit Request
The Request Status Viewer screen appears
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A UBZ Request Crlogowt @ Suppor Pad

l!l thrmf;;*“"h Identity & Access Management (IAM)

frHome  SelfService =  Access Request=  Access Cenifications  Repons

Success
Reéquest IAM-0306858 Submited.

Request - IAM-0306858

|| B cancel Reuest } 2 Your Requests

IMegques! - Remove - Pending

Request Workilemn Remove Access Complketion Notification
06-Jun-2013 05.33.05 PM Status. Nof Stared Status. Mot Started

If needed, when the Approving Manager provides approval, a notification will automatically be
sent to the |/Request Provisioning Administrator. I/Request access will not be removed until the
I/Request Provisioning Administrator performs final processing steps.

If this request has been made in error, and you do not want to remove access for this end-user,
CLICK Cancel Request

Once complete, the request status will be updated in your Request Status pane.

2 67 mequest  Crlogouwt @ Suppon Page

l!l g'emwﬂﬂ"h Identity & Access Management (I1AM)

A Home  Sell Servke=  Access Request» | Access Cerfificalions | Reports

Access Requests Reques! Status
|| mequest Reguested Status - Access - Type User Requester |
% Request or Modify Access | |
G Req il | 1A paoeasa 06-Jum-2013 0530 PM Compieied - URequest - Remave e Conmremty |

CLICK Request number
The Request Status Viewer screen appears.

2 08z IRequest  Crlogout @ Suppon Pagd

l!l glmi;y“"h Identity & Access Management (IAM)

Bl
MHome  SelServict~ | ACCOSS Request-  Access Cerifications  Repors
Request = IAM'0306858 X Your Requests

IRexques! - Remove - Compleled
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The remove request is complete
If the end-user needs I/Request access at an external facility in the future, a new request will
have to be submitted.

CLICK # Home
The AHS IAM # Home screen appears

Complete |6
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