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Before you change your password

The Self-Serve Password Reset (SSPR) tool uses Microsoft Azure Multi-Factor Authentication (MFA) as its primary
authentication method. Make sure you have set up your MFA authentication methods.

End-users who do not have MFA capability will use their AHS IAM Security Profile question / answer pairs to authenticate.
Make sure you have set up your IAM Security Profile.

Reasons to change your password

¢ You have forgotten your password and need a new one.

e You know your password and believe it has been compromised, or you just want to change it.

¢ You have locked your AHS Network account after too many unsuccessful login attempts. Skip the 15-minute wait
period and reset your password.

e You like to do it yourself and it saves a call to the AHS IT Service Desk & Solution Centre. They are always there if
you get stuck, but saving time is good for everyone.
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https://www.albertahealthservices.ca/assets/info/it/if-it-iam-multi-factor-authentication-user-guide.pdf
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Step 1 — Where is the Forget Password? or Change Password link?
There are at least 5 places to find Forget Password? or Change Password links. Choose whichever method is most
convenient to you.

1

Click the Forgot Password? tile on your computer’s
login screen.

2

s

GO TO https://www.albertahealthservices.ca Search AHS Q \

CLICK Staff in the upper right corner —
The AHS Staff, Physicians & Volunteers
screen appears

CLICK Forget Your Password? Internal Staff Tools

AHS staff, physicianz, volunteers and

approved partners can access the secure

fools below while outside the AHS

network. Unauthonized access is strictly

prohibited.

= Forget Your Password?

= Myapps (Citrix Applications)

« Remoie Access With RSA Tokens

= MyLearninglink | Resources

« MySafetyMef (Report Worker Incidents)

o Staff accessing MySafetyMet (MSN)

from outside the AHS network now
need to complete a Multi-Factor
Authentication (MFEA) step to login.

= Staff Directory

3 Information Technology

Insite > Information Technology | Insite “ ——— Applications

How Do |

How Do |

Identity & Access Management (IAM)

For IAM requests, go to IAM info, and login through AHS IAM Login

« Reset my AHS network password (if forgotten or compromised) select
'Forget Password or Locked Out?' (Self-Serve Password Reset
requires a completed JAM Security Profile)
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4

GO TO https://iam.ahs.ca
CLICK Forget Your Password?

l'l Alberta Health | Identity & Access Management

B Services

Login

Please log into the AHS IAM system using your AHS network User ID / AHS I1AM
Username and Password.

Username | 2 sername

Password & Password

I Forget Password or Locked Out? I

5

GO TO https://iam.ahs.ca
LOGIN
CLICK SELF SERVICE

CLICK /' Change Password

I.l Alberta Health
B Services

# Home 2 Self Servicew @ Access Request w

| Identity & Access Management

4 Admin

SELF SERVICE
# Change Password

Step 2 — Enter your Username

ENTER your Username

IAM will detect if you have Microsoft Multi-
Factor Authentication (MFA) capability.

If you do, you will be prompted to choose

your preferred MFA method. Go to Step 3.

If you don’t, you’ll be prompted to answer

your |AM Security Profile questions. Go to

Step 4.

Version November 2025

Forget Password or Locked Out?

Once you enter your username below, 1AM will detect if you have a Microsoft Azure Multi-Factor
Authentication (MFA) capability. If you do, you will be automatically redirected to the MFA screen to
complete your authentication and change your network password. You will no longer be able to use your
AHS IAM Security Profile questions | answers.

Make sure you have your MFA methods set up.

If IAM detects you do not have MFA capability, you will continue to use your AHS IAM Security Profile
questions [ answers to reset your network password.

Make sure you have your IAM Security Profile set up.

Step 1

Enter your User ID and click Next

Username L Username *
* Next Cancel
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Step 3 — MFA authentication steps

ENTER your email address and CAPTCHA characters

SELECT and COMPLETE your preferred authentication
method.

ENTER your new password
CONFIRM you new password
A success message will be displayed

LOGIN to the network as usual.

MFA Steps Complete |6
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Microsoft

Get back into your account

Who are you?
Tor rmcover your account, begin by entering your emasl or username and the characters in the picture or audio below.

Ermail o Username: =
Example: u 54 Ermail or Username |':."H:m’. or user@contosg.c

X "
resS

Enter the chasacters in the picture of l waords in the audio, *

Cancel

I.l Alberta Health

Please choose the contact methad we should use for verification:

M Services
Get back into your account

verification step 1 > choose a new password

(®) Text my mobile phone In order to protect your sccount, we need you to enter your complete makbile

phone number (*************27) below. You will then receive a text message with
s . a verification code which can be used to reset your passwerd.
L) Call iy mabile phone

) Approve a notification on my
authenticatar app

) Enter a cade fram my
ohentkameiapp

| Enter your phone number

Cancel

l'l Alberta Health
Services

Get back into your account

verification stép 1+ > choose a new password

* Enber mew password:

* Confirm new passwond: I

S
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Step 4 — IAM Security Profile authentication steps

. . Fi t P d Locked Out?
ENTER your security question answers b

CLICK Next Step 2

Answer the Security Questions in the fields provided.

# What colour was your first car/truck vehicle?
# What was your childhood nickname?

% What is the name of the first country you visited outside of
your birth country?

Cancel

Forget Password or Locked Out?

ENTER new password
CONFIRM new password Step 3
CLICK Next Change Password
To change your password, enter your new password and confirm it.
A success message will be displayed * Your password must be at least eight characters.
+ It must have at least three different types of characters: lowercase, uppercase, numeric, and
symbols.

= It cannot contain your User ID or any part of your name.
+ Itcan only be changed once a day and cannot be the same as any of your last 13 passwords.

# Enter new password | | | «
% Confirm new password «

LOGIN to the network as usual.

IAM Security Profile Steps Complete |6

*end *
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