Remote Access using FortiClient VPN

Overview

VPN enables specified AHS staff, 3rd-party contractors, and vendors to remotely access their
AHS computer from their personal computer or other remote device. VPN provides full access
to an AHS computer and requires the installation of a 3rd party VPN client - FortiClient VPN.

This guide provides instructions on how to install and configure the FortiClient VPN client and
then use Remote Desktop Connection to remote into your AHS computer.

If you require any assistance, please call the IT Service Desk at 1-877-311-4300.
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Prerequisites
For the AHS computer you are remotely accessing, you will need:

e The computer’s asset number, such as M555555

ALBERTA HEALTH SERVICES

JUELNI LA

= V1461595

e The AHS computer must be turned on and be connected to the AHS network

For your personal computer, you will need:

o Avalid RSA SecurlD soft or hard token (fob) issued by AHS

e An up-to-date Windows or MAC Operating System

e An up-to-date antivirus software

e An Internet browser such as Microsoft Edge, Internet Explorer, Firefox, or Chrome
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Installing and configuring FortiClient VPN (Windows)
For Windows 7, Windows 8, and Windows 10, download the FortiClient VPN Client install file:

e 64 Bit SSLVPN Client (For Windows 7, Windows 8, and Windows 10 64-bit editions)
e 32 Bit SSLVPN Client (For Windows 7, Windows 8, and Windows 10 32-bit editions)

If you are using Microsoft Edge:

1. Click Save on the message bar.

What do you want to do with
FortiClientVPMSetup_6.2.6.0951_x64.exe (94.2 ME)?

Run Save AN Cancel X
From: vpnextranet.albertahealthservices.ca

2. When the download is complete, click Run.

FortiClientVPNSetup_6.2.6.0951_x64.exe finished downloading. Open folder View downloads X

Note: You must have Administrator rights on your computer to install the file.

If you are using Firefox or Chrome:

1. Click Save File.

2. Click the expand menu and then select Open to run the FortiClient install.

=iWwWa

Wi

apen files of this type

Show in folder

‘a FortiClient\VPN5Set....exe



https://vpnextranet.albertahealthservices.ca/vpnfiles/7_2_3_version/FortiClientVPNSetup_7.2.3.0929_x64.exe
https://vpnextranet.albertahealthservices.ca/vpnfiles/7_2_3_version/FortiClientVPNSetup_7.2.3.0929.exe

To install FortiClient:
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1. Onthe User Account Control dialog box, click Yes to allow the app to make changes

to your PC/device.

2. Onthe Welcome to the FortiClient Setup Wizard dialog box, select the checkbox
accepting the License Agreement and then click Next.

15 FortiClient VPN Setup

Welcome to the FortiClient VPN Setup Wizard

The Setup Wizard will install FortiClient VPN on your computer. Click Next to
continue or Cancel to exit the Setup Wizard.

I
*
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Bs, [ have read and accept the | License Agreeme Cancel

3. Onthe Destination Folder dialog box, use the default folder and click Next.

15 FortiClient VPN Setup

Destination Folder

Clidk Next to install to the default folder or didk Change to choose another.

- bt

Install FortiClient VPN to:

C:\Program Files\Fortinet\FortiClient!,

Change...

tack [ tew ) | conce




Remote Access using FortiClient VPN ¢ 4

4. Onthe Ready to install FortiClient dialog box, click Install.

12 FortiClient VPN Setup - X

Ready to install FortiClient VPN E B
e

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back Install Cancel

5. When the installation completes, click Finish.

8 FortiClient VPN Setup - *

Completed the FortiClient VPN Setup Wizard

Click the Finish button to exit the Setup Wizard.

The FortiClient icon is added to your desktop. Proceed to Configuring FortiClient on
Windows.
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Configuring FortiClient on Windows

1. Double-click the FortiClient icon.

{gl FortiClient -~ The Secusity Fabric Agent - x
File Help

acknowdedite tat this free software does not come with ary product
support. | will nat contact Fortined technical suppert for any s

experienced while using this free software.

3. Click Configure VPN.

&) FortiClient -- The Security Fabric Agent - X

File Help
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4. Onthe New VPN Connection screen, enter the following information:

e Connection Name: Enter a name, such as AHS VPN

e Description: This field is optional

e Remote Gateway: vpn.albertahealthservices.ca

e Authentication: Select Save login

e Username: Enter your AHS network user name (optional)

@) FortiClient -- The Security Fabric Agent — X
File Help

@ FortiClient VPN
#5004

Upgrade to the full version to access additional features and receive technical support.

New VPN Connection

VPN SSL-VPN ]
Connection Name AHS VPN
Description

Remote Gateway l vpn.albertahealthservices.ca ' x
7 W,

D Customize port 443

Client Certificate None v
Authentication (O Prompt on login (O Save login '
Username ( )

|_| Do not Warn Invalid Server Certificate

son

5. Click Save.
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6. On the Connect screen:

e The Connection Name and Username should be automatically populated.
e Password:

o If you have an RSA SecurlD soft token: Enter the 8-digit token that displays
on your device (mobile phone). Do not enter the PIN as part of the FortiClient
password.

o If you have an RSA SecurID hard token (fob): Enter your PIN + the 4 digit
token (without spaces) that displays on your token.

e l}
'(\-'\TL))-H F @ % = Password
: o AT

Note: A new PIN can be set at https://token.ahs.ca. Refer to Setting up your
PIN.

(&) FortiClient -- The Security Fabric Agent - X
File Help

@ FortiClient VPN
# & 00 a

Upgrade to the full version to access additional features and receive technical support.

VPN Name AHS VPN v =
Username ahs username
Password | ----------- q



https://token.ahs.ca/
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Click Connect. A connection to the AHS SSL VPN portal will be established. The
window will minimize to the task bar.

Click the Show hidden icons arrow (") and right-click the FortiClient icon to display the
connection information.

( Open FortiClient Console )
About FortiClient

FortiClient - Connected to AHS VPN -
.87 MB, Recwv: 2.25 MB

( Disconnect "arsven )

¥2  Shutdown FortiClient
+ 130%

4 1041 AM
A, | E [-]-'-'_.l 4 20 EI

&Y FortiClient -- The Security Fabric Agent - X
File Help

@ FortiClient VPN
# o004

Upgrade to the full version to access additional features and receive technical support.

VPN Connected

QE{}

VPN Name AHS VPN
IP Address 10.48.130.168
Username AHS Username
Duration 00:00:03
Bytes Received 99 54 KB
Bytes Sent 55.56 KB

Note that this screen displays the assigned IP address from the SSL VPN located inside
AHS. It should be an address similar to 10.48.x.x.

When you are connected, proceed to Using Remote Desktop Connection (Windows) to
remote into your AHS computer.
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After you have successfully connected FortiClient, it can be used with the Remote Desktop
Connection (RDP) tool to remotely access an AHS computer from your personal computer.

Note: The target AHS computer must be powered on and no other user can be logged on.
FortiClient must be active and connected.

Remote Desktop Connection is provided as part of the Windows.

1. Use the Windows search tool to search for remote desktop. Click Remote Desktop
Connection.

] B Filters ~~
Best match

l_ Remote Desktop Connection
=)

=’ Desktop app

Apps

%4 Remote Desktop Licensing Diagnoser
%. Remote Desktop Licensing Manager
& Remote Desktop Gateway Manager
Settings

3 Remote Desktop settings

2 Allow remote access to your computer

A Select users who can use remote desktop

2 remote desktop|

2. Type in the asset number (the number that appears by the barcode, such as M123456)
of the AHS computer followed by healthy.bewell.ca. Alternatively, you can enter the AHS
computer’s IP address (i.e., 10.117.6.xx) if it is known.

8% Remote Desktop Connection - X

| Remote Desktop
"¢ Connection

barcode healthy bewell.ca w~

Username: MNone specified

Computer:

‘You will be asked for credentials when you connect.

> | Show Options Help
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3. Enter your AHS network user name in this format: healthy\username. Then enter your

AHS network password.

Windows Security

Enter your credentials

These credentials will be used to connect to Vdwrkstn0032.

‘ healthy\username|

x|

‘ Password

Domain: healthy

4. Atthe AHS computer sign-on prompt, enter your AHS network username and password
again.

| username |

You should now be connected and signed into your AHS computer and have full access
to your files, applications, and the AHS network.

When your work is done, Disconnect from FortiClient.

s SsL VPN
a
s \10.48.130.86

*) Duration
+1 Bytes Recened
I+ Bytes Sent

Click Connect to re-establish your connection to AHS. You will have to enter a new
passcode (8-digit token) or PIN + token (if you use a hard token / fob).
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Installing Remote Desktop Connection (Mac)

Remote Desktop Connection will need to be installed on your Mac, as the program is does not
come with Mac computers by default.

1. Go to the App Store.

Suggestions
microsoft remote desktlop

3. Install the app.

Micrasoft Remote Des..
Business

D
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4. After the app is installed, from Launchpad, open Microsoft Remote Desktop.

(|

Mission Control

Ce

FortiClient Microsoft R...ote Desktop

Launchpad




Remote Access using FortiClient VPN ¢ 13

Installing and configuring FortiClient (Mac)

1. Download FortiClient VPN for Mac: MacOS SSLVPN Client

2. After the file has downloaded, click the expand icon beside the file name, and then
select Open to the run the installation.

Open

Show in Finder

& forticlientvpns...dmg

3. Click Install.

[ N ] = FortiClient

(&) FortiClient VPN For Mac 0S X

Install ]

-
Uninstall
__._-.—=-"-4_H_
4. Click Continue.
® 0 @ Install FortiClient "]

Welcome to the FortiClient Installer

@« Introduction FortiClient for Mac OS X is a unified security agent for computers

. that integrates antivirus, SSL and IPsec VPN remote access, web
License filtering, application firewall and vulnerability scan into a single
- software package. FortiClient for Mac OS X has a user-friendly
Destination Select interface that allows for quickly setting up protection for your
Installation Type computer.
Installation
Summary

Go Back Centinue



http://vpnextranet.albertahealthservices.ca/vpnfiles/6_0_9_version/FortiClientVPNSetup_6.2.6.737_macosx.dmg
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5. Click Continue.

[ ) & Install FortiClient [

Software License Agreement

English E

Fortinet Product License Agreement / EULA and Warranty Terms
Trademarks and Copyright Statement

Destination Select Fortinet®, FortiGate®, and FortiGuard® are registered trademarks of Fortinet, Inc.,
and othar Fortinet names herain may also be trademarks, registerad or otherwisa, of
Fortinet. All other product or company names may be frademarks of their respective
owners. Copyright & 2017 Fortinet, Inc., All Rights reserved. Contents and terms are
subject to change by Fortinet without prior notice. Mo part of this publication may be

Introduction

o License

Installation Type

Installation reproduced in any form or by any means or used to make any darivative such as
translation, transformation, or adaptation without permission from Fortinet, Inc., as
Su mmary stipulated by the United States Copyright Act of 1876,

Product License Agreement

The parties to this agreement are you, the end customer, and either (i) where you
have purchased your Product within the Americas, Fortinet, Inc.. or (i} where you
have purchased your Product cutside of the Amaricas, Fortinet Singapore Private
Limited (each referred to herein as "Forinet’) CAREFULLY READ THE
FOLLOWING LEGAL AGREEMENT (THE OR THIS "AGREEMENT" OR "EULA").
USE OF FORTINET FRODUCT{S) AND ANY UPDATES THERETO, INCLUDING
HARD'WARE APPLIANCE PRODUCTS, SOFTWARE AND FIRMWARE INCLUDED
THEREIN BY FORTINET, AMD STAND-ALONE SOFTWARE PRODUCTS SOLD BY
FORTINET (TOGETHER, THE "PRODUCTS") CONSTITUTES ACCEPTANCE BY
¥OU OF THE PROVISIONS IN THIS AGREEMENT. FORTINET SHALL NOT BE
BOUND BY ANY ADDITIONAL ANDFOR CONFLICTING PROVISIONS [N ANY
ORDER, RELEASE, ACCEPTANCE OR OTHER WRITTEN CORRESPONDENCE
OR OTHER WRITTEN OR VERBAL COMMUNICATION UNLESS EXPRESSLY

Print... |"'| . 5 Go Back I ntinue I

A

6. Click Agree.

To continue installing the software you must agree to the terms of
the software license agreement.

Click Agree to continue or click Disagree to cancel the installation and
quit the Installer.

Read License Disagree

7. Click Install.

[ ] & Install FortiClient a
Standard Install on "Macintosh HD"

This will take 80.9 MB of space on your computer.

License Click Install to perform a standard installation of this software
o for all users of this computer. All users of this computer will be
Destination Select able to use this software.

@ Installation Type
Installation

Surmmary

EE" pr—

—
" instal
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8. Enter your Mac credentials and then click Install Software.

— Installer is trying to install new software.

—~a
I E 1 Enter your password to allow this.

User Name: ( Mac useraccount ) |

PN [ install Software |

9. Click Close.
@0 & Install FortiClient s
The installation was completed successfully.
© Introduction
© License
@ Destination Select
© Installation Type
© Installation The installation was successful.
@ Summary The software was installed.

10. When installation is complete, open the Applications folder and open FortiClient.

FartiClient
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11. Select the Acknowledge checkbox and then click | accept.

& FortiClient - The Security Fabric Agent - hes

File Help

Welcome to FortiClient VPN!
This is a free version of FortiClient VPN software with limited feature support.

Please upgrade to the licensed version for advanced features and technical
support.

acknowledge that this free software does not come with any product

support. | will not contact Fortinet technical support for any issues
experienced while using this free software,

12. Click Configure VPN.

& FortiClient -- The Security Fabric Agent - >

File Help
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13. On the New VPN Connection dialog box, enter the following information:

e Connection Name: Enter a name, such as AHS VPN

e Description: This field is optional

e Remote Gateway: vpn.albertahealthservices.ca

e Authentication: Select Save login

e Username: Enter your AHS network user name (optional)

U FortiClient -- The Security Fabric Agent - *

File Help

@ FortiClient VPN
#5004

Upgrade to the full version to access additional features and receive technical support.

New VPN Connection

Ve sLvv I
Connection Name /AHS VPN
Description

Remote Gateway ' vpn.albertahealthservices.ca ' x
¥ Vi

D Customize port (443

Client Certificate None v
Authentication (O Prompt on login (O Save login )
Username ( )

|_| Do not Warn Invalid Server Certificate

o
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14. On the FortiClient Console — Remote Access screen:

e The Connection Name and Username should be automatically populated.
e Password:

o If you have an RSA SecurlD soft token: Enter the 8-digit token that displays
on your device (mobile phone). Do not enter the PIN as part of the FortiClient
password.

o If you have an RSA SecurID hard token (fob): Enter your PIN + the 4 digit
token (without spaces) that displays on your token.

e l}
'(\-'\TL))-H F @ % = Password
: o AT

Note: A new PIN can be set at https://token.ahs.ca. Refer to Setting up your
PIN.

(&) FortiClient -- The Security Fabric Agent - X
File Help

@ FortiClient VPN
# & 00 a

Upgrade to the full version to access additional features and receive technical support.

VPN Name AHS VPN v =
Username ahs username
Password | ----------- q



https://token.ahs.ca/
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15. Click Connect. A connection to the AHS SSL VPN portal will be established. The
window will minimize to the task bar.

1) FortiClient -- The Security Fabric Agent - X
File Help

@ FortiClient VPN
A &+ 0 0 &

Upgrade to the full version to access additional features and receive technical support.

VPN Connected

Jmp—

VPN Name AHS VPN

IP Address 10.48.130.168
Username AHS Username
Duration 00:00-03

Bytes Received 9954 KB
Bytes Sent 5556 KB

Note that this screen displays the assigned IP address from the SSL VPN located inside
AHS. It should be an address similar to 10.48.x.x.

When you are connected, proceed to Using Remote Desktop Connection (Mac) to
remote into your AHS computer.
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Using Remote Desktop Connection (Mac)

After you have successfully connected FortiClient, it can be used with the Remote Desktop
Connection (RDP) tool to remotely access an AHS computer from your personal computer.

Note: The target AHS computer must be powered on and no other user can be logged on.
FortiClient must be active and connected.

1. Run Remote Desktop Connection.

2. Type in the asset number (the number that appears by the barcode, such as M123456)
of the AHS computer followed by healthy.bewell.ca. Alternatively, you can enter the AHS
computer’s IP address (i.e., 10.117.6.xx) if it is known.

3. Enter your AHS network user name in this format: healthy\username. Then enter your
AHS network password.

4. Atthe AHS computer sign-on prompt, enter your AHS network username and password
again.

You should now be connected and signed into your AHS computer and have full access
to your files, applications, and the AHS network.

When your work is done, Disconnect from FortiClient.

Click Connect to re-establish your connection to AHS. You will have to enter a new
passcode (8-digit token) or PIN + token (if you use a hard token / fob).
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If you have a Soft Token:

1. On your device’'s RSA SecurlD App, enter 0000 then click the arrow.

2. Browse to https://token.ahs.ca and enter your Username and Passcode (the latest 8-
digit code displaying in the app) then click Logon.

Authorized Users Only

User name: |

Passcode (PIN+Tokencode): |

: Logon I

3. Enter a new PIN. Click Submit. Re-enter your PIN and then click Submit again.

Additional Information Required

Please type your response below.

Additional Information Required
Please type your response below

Submit Submit

4. Go back to the RSA SecurID app on your device and click PIN (top left) to enter your
new PIN.

5. Enter the new 8-digit code displaying on your RSA SecurlD app on the token website.

Additional Information Required

Please type your response below

Subrmit

If successful, the following message appears:

YOU HAVE SUCCESSIULLY COMPLETED THE TOKEN PIN RESET or NEXT
TOKENCODE TASK

Ploxes elocs this wirdo



https://token.ahs.ca/
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If you have a Hard Token / Fob:

1. Browse to https://token.ahs.ca and enter your Username and Passcode (the code
displaying on your fob) then click Logon.

Authorized Users Only

User name: |

Passcode (PIN+Tokencode): |

: Logon I

2. Enter a new PIN. Click Submit. Re-enter your PIN and then click Submit again.

Additional mation Required
Ploasa our

Additional Information Required
Please type your response below.

Submit Submit

3. Wait the Token to change on your fob, and then on the Token website, enter the new
PIN + token code.

Additional Information Required

Please typs your response below

Subrmit

If successful, the following message appears:

YOU HAVE SUCCESSIFULLY COMPLETED THE TOKEN PIN RESET or NEXT
TOKENCODE TASK

Ploxes elocs this wirdow



https://token.ahs.ca/
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| am receiving an Unable to establish the VPN connection error message

1 Warning >

Unable to establish the VPN connection. The VPN server may
be unreachable, [-14)

This message appears:

OR

When wrong credentials are entered

You are trying to connect to the SSL VPN from inside the AHS network

Possible solutions

Ensure you use the correct name format.

The password is your 8-digit code from a soft token or the PIN + the token code from
hard token / fob. Your PIN (Personal Identification Number) is numeric and between 6
digits in length.

Connecting to the SSL VPN is not possible if your personal computer is already
connected to the AHS network.

If authentication issues persist, you can test that your token is operational by logging
into: https://token.ahs.ca. After logging on, a message appears indicating if
authentication is successful (and setting your PIN if required). After you have tested the
token, close the page.

If you have tested your token and it is functional, but FortiClient is still not connecting,
make sure your local Internet is connected.

If nothing else works, uninstall FortiClient from your computer, reinstall it, and try to
connect FortiClient once again.

Call the IT Service Desk at 1-877-311-4300.


https://token.ahs.ca/
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